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Welcome
Living-in.eu Legal & Ethics subgroup

Subgroup preliminary agenda
• Data Governance Act
Thursday, 17 February 2022, 10:00 – 11:30
• Data Act
Thursday, 21 April 2022, 10:00 – 11:30
• Open Data Directive
Thursday, 16 June 2022, 10:00 – 11:30

Subgroup preliminary agenda
• Artificial Intelligence Act
Today, 16 December 2021, 10:00 – 11:30

The Artificial
Intelligence Act
Commission’s perspective on the proposal
Yordanka Ivanova, Legal and policy officer European Commission, CNECT A2,
AI Policy Development and Coordination

Cities’
perspective
Questions and concerns
Federica Bordelot, Policy advisor, Eurocities
Anna Hörlen, AI Coordinator, Department of IT and Digitisation, City of Stockholm

Reflection and
suggestions
Expert’s view
Luca Bolognini, President Italian Institute for Privacy and Data Valorisation)

The AIA and
MIM 5: Fair AI
Work of the Living-in.eu Technical group
Michael Mulquin, MIMs Ambassador Open & Agile Smart Cities

Q&A
Open discussion
Ask questions, share thoughts
All participants

Thank you!
Get in touch:
lodewijk.noordzij@eurocities.eu
cnect-smart-communities@ec.europa.eu

The EU approach to
Artificial Intelligence
Yordanka Ivanova,
Legal and policy officer
European Commission, CNECT A2
17 December 2021

European AI policy (2018-2021)
Key initiatives:
➢ European Strategy on AI (April 2018)
➢ Guidelines for Trustworthy AI developed in 2019 by the

High-Level Expert Group on Artificial Intelligence (HLEG)
➢ First Coordinated Plan on AI (December 2018)
➢ The Commission's White Paper on AI (February 2020)
followed by a public consultation.
➢ AI package (April 2021)

Proposal for a Regulation on AI
Horizontal legislation laying down uniform rules for AI in the EU market
►

“Classic” internal market rules applicable to the placing on the market, putting into service and use of
AI systems

►

Two main objectives:

►

►

address risks to safety and fundamental rights

►

create a single market for trustworthy AI in EU

Consistent with and complementing existing EU and national law

Innovation-friendly and risk-based legislation
►

Provide legal certainty to operators and stimulate trust in the market

►

No overregulation: designed to intervene only where strictly needed following a risk-based approach

Creates a level playing field for EU and non-EU players
▶

Applicable independent of origin of producer or user

A risk-based approach to regulation
Unacceptable risk
e.g. social scoring

High risk
*Not mutually
exclusive

e.g. recruitment, medical
devices, credit-scoring

AI with specific
transparency
requirements

Prohibited

Permitted subject to compliance
with AI requirements and ex-ante
conformity assessment
Permitted but subject to
information/transparency
Obligations

‘Impersonation’ (bots)

Minimal or no risk

Permitted with no restrictions

High-risk Artificial Intelligence Systems
(Title III, Annexes II and III)
Certain applications in the following fields:
➢ Safety components of regulated products (e.g. medical devices, machinery) which are subject to
third-party assessment under the relevant sectorial legislation
➢ Certain (stand-alone) AI systems in the following fields:
✓ Biometric identification and categorisation of natural persons
✓ Management and operation of critical infrastructure
✓ Education and vocational training
✓ Employment and workers management, access to self-employment
✓ Access to and enjoyment of essential private services and public services and benefits

✓ Law enforcement
✓ Migration, asylum and border control management
✓ Administration of justice and democratic processes

Requirements for high-risk AI (Title III,
chapter 2)
Use high-quality training, validation and testing data (relevant, representative etc.)

Establish documentation and design logging features (traceability & auditability)
Establish and
implement risk
management
processes

Ensure appropriate degree of transparency and provide users with information (on how
to use the system, its capabilities and limitations)
Enable human oversight (measures built into the system and/or to be implemented by
users)

Ensure robustness, accuracy and cybersecurity

Provider obligations

Overview: obligations of operators (Title III,
Chapter 3)
► Establish

and Implement quality management system in its organisation

► Draw-up

and keep up to date technical documentation

► Undergo

conformity assessment and potentially re-assessment of the system (in case of significant
modifications)

► Register
► Sign

standalone AI system in EU database (listed in Annex III)

declaration of conformity and affix CE marking

► Conduct
► Report

post-market monitoring

serious incidents &malfunctioning leading to breaches to fundamental rights

User obligations

► Collaborate

► Operate
► Ensure

► Keep

with market surveillance authorities

high-risk AI system in accordance with instructions of use

human oversight & monitor operation for possible risks

automatically generated logs

► Inform

any serious incident & malfunctioning to the provider or distributor

► Existing

legal obligations continue to apply (e.g. under GDPR)

The governance structure (Titles VI and VII)
European level
European Commission to act
as Secretariat

National level
National Competent
Authority/ies

Artificial Intelligence
Board

Expert Group*
*Not foreseen in the regulation but the Commission intends to introduce it in the
implementation process

Supporting innovation (Title V)

Regulatory
sandboxes
Art. 53 and 54

Support for
SMEs/start-ups
Art. 55

Updated Coordinated Plan on AI (review from 2018):
joint commitment between the Commission and Member States
SET ENABLING CONDITIONS
FOR AI DEVELOPMENT AND
UPTAKE IN THE EU
Acquire, pool and share
policy insights
Tap into the potential of
data

MAKE THE EU
THE RIGHT PLACE;
EXCELLENCE FROM LAB
TO THE MARKET
Collaboration
with stakeholders,
Public-private Partnership
on AI, data and robotics

ENSURE AI TECHNOLOGIES
WORK FOR PEOPLE

Talent and skills

A policy framework to
ensure trust in AI
systems

Research capacities
Foster critical
computing capacity

Testing and
experimentation (TEFs),
uptake by SMEs (EDIHs)
Funding and scaling
innovative ideas and
solutions

Promoting the EU vision
on sustainable and
trustworthy AI
in the world

BUILD STRATEGIC
LEADERSHIP
IN THE SECTORS
Climate and
environment
Health
Strategy for Robotics
in the world of AI
Public sector
Law enforcement,
immigration and asylum
Mobility
Agriculture

Investments: Horizon Europe, Digital Europe, Recovery and Resilience Facility

Thank you

AI Act Proposal
Eurocities messages
Federica Bordelot, policy advisor, Eurocities
federica.bordelot@eurocities.eu

Definitions
•

Generally, local governments are in favour of a broad definition
of AI systems allowing for a complete and effective regulation

On legal requirements:
•
•

Need to outline and specify the different categories concerned
(providers, users or both)
Strong focus on providers and lack of clarity on impact on local
governments as, mainly, users

Risk-based approach and GDPR
• Supporting the risk-based approach and the position for unacceptable uses to be prohibited
• Significant step forward on facial recognition banning practices (social credit and social
scoring forms)

Concerns:
•

•

Outright ban of mass biometric
identification systems in public spaces until
respect of fundamental rights is verified
AI systems´ lack of alignment with the General
Data Protection Regulation (GDPR). Very little
clarity of processing of personal data by any other
AI systems than high-risk AI systems

Need of guidance on how
the proposed regulation
should be applied regarding
processing of personal data
EDPB-EDPS Joint Opinion
5/2021
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Annex III: high-risk AI systems
• Supporting the mechanism proposed to update the list of HR AI systems

Concerns:
• The current list is still quite limited both in terms of possible uses as well as areas identified
•

Local government are ready to contribute to expand the list with more possible uses (e.g. in the area
of biometric identification, education and migration management) as well as new areas (e.g.
healthcare)

Question:
• Why was the same mechanism not adopted also for to unacceptable and limited risk AI
systems?
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Standards for AI systems
Concern
• The proposal allows a too wide scope for self-regulation by companies. The
majority of conformity assessment requirements for HR AI systems rely on AI
developers
Principle
• Citizens' needs must be the starting point of the AI standardisation and common
specification development process
• Local public authorities must be effectively involved in the definition of AI
standardisation requirements and needs and act as a key player in the European
Standards Organisations.

European AI Board
•

Cities support the creation of a Board chaired
by the Commission capable of issuing
recommendations and opinions on the
regulation´s implementation and
collecting and sharing best practices

•

City governments also call for having a say in
the AI Board as they comprise:

o

Experimentation and early adoption of AI
systems enable cities to promptly identify
possible safety and fundamental rights risks

o

Institutions with immediate access to
universities, companies and infrastructures

o

Direct platforms or open participation and
collaboration platforms

o

Use and creation of available data and
information as best place to collect and share
good practices

Roles and
responsibilities to be
clear-cut in order to
avoid risk of overlaps
with the European Data
Protection Board (EDPB)

Local governments to
explicitly be involved as
official stakeholders for
consultation in the
Board

Thank you
Federica Bordelot, policy advisor, Eurocities
federica.bordelot@eurocities.eu

City of Stockholms concerns
1. There is a need to clearly specify which types of legal requirements that are mandatory for the different
authorities, organisations and companies (etc) concerned.
2. Who is to define whether or not certain users or systems fall under the category of “high risk”?
3. There is a need to conduct further risk analyses to sort out the consequences for those affected by the
legislation on different levels, such as the public sector.
4. It should be investigated in further detail which issues regarding AI that are suitable for regulation at EU
regulation level and which other regulation level.
5. The AI Act should be developed in line with other current legislation and legislative proposal in the field
of data sharing, data reliability and security.
6. How is “common normative standards” defined?
7. Many citizens are sceptical of data collection and data sharing and see it as an intrusion into their lives –
proactive information campaigns on how AI works should be planned.

8. It is unclear whether innovation within the area of cloud services will be encouraged. Will the AI Act
encourage the creation of European cloud services to test AI and AI-complience?

AIA proposal and its impact for cities
A data lawyer’s ideas and suggestions
16 December, 2021
Luca Bolognini
President – Italian Institute for Privacy and Data Valorization
Founding Partner ICTLC – ICT Legal Consulting
luca@lucabolognini.it

A methodological approach is needed
de iure condendo

Interplay between ethical norms and other legislative
frameworks (NLF, GDPR, Data Governance Act, Data Act,
ePrivacy Regulation, etc.) will be key
The AI Act will not stand alone
Then: need for multi-disciplinary skills and knowledge

The need for roles identification, according to several
different disciplines
Cities as (co-) providers, distributors, importers, users of
AI System
Cities as (joint-) controllers/processors of data

Need to pay extreme attention to roles and
responsibilities in Public-Private-Partnerships…
…also in terms of possible secondary use of
collected/produced data in AI scenarios

The unity makes strenght
Strongly suggested – as in many other cases – a
«community shared approach»: sharing best practices,
competences and experts between cities
Creating and sharing standards

Possible useful instruments:
EU Pre-Commercial Procurement initiatives
European Cities Community Sandbox initiatives
…of course, the last mile of tailoring/assessment should
always be carried out by each city, to adapt the identified
measures to the specific urban deployment scenarios

Thank you!
Q&A?
Luca Bolognini
President – Italian Institute for Privacy and Data Valorization
Founding Partner ICTLC – ICT Legal Consulting
luca@lucabolognini.it

LUCA BOLOGNINI - L.Bolognini@istitutoprivacy.eu
Luca Bolognini (1979) is a European privacy and data protection lawyer. President of the Italian Institute for Privacy and Data Valorisation (Istituto Italiano per la
Privacy e la Valorizzazione dei Dati), since 2008. Luca is a member of the Rome Bar Association and founding partner of the law firm ICT Legal Consulting (ICTLC)
with offices in Milan, Rome, Bologna, Amsterdam, Helsinki, Madrid, Melbourne and partner law firms in 33 other countries. Leading Individual Data Privacy and Data
Protection The Legal 500 (Italy) 2020 and 2021. Recommended Lawyer The Legal 500 EMEA 2016 - 2017 - 2018 – 2020 - 2021. IAPP Member, CIPP/E and TÜV Italia
Certified Privacy Officer. In 2018, he has co-founded the cybersecurity firm ICT Cyber Consulting srl. He obtained his Law degree from the Alma Mater University of
Bologna. Luca serves as an independent Ethics and Privacy Advisor for several European research and innovation projects (Horizon 2020) and as an Expert Coach
for the Executive Agency for Small & Medium-sized Enterprises (EASME) of the European Commission. Member of the PM boards of the EU H2020 projects “Privacy
Flag”, “Cloudwatch 2”, “Cyberwatching”, “ANITA”, “NGIoT”, “PREVENT”, "NIoVe", "PolicyCloud". In 2017, he founded the “CNAC – National Center Anti-Cyberbullying”,
supported by relevant Italian and international companies and law firms. He speaks Italian and English fluently and has reasonable knowledge of Spanish. He has published
studies on data protection and other legal aspects concerning Artificial Intelligence, ePrivacy, GDPR, Big Data, international data transfers, cloud computing, Internet of
Things and Industry 4.0, smart contracts, fintech, e-health, data processing liability and privacy class actions, right to monetize data, freedom of information, right to be
forgotten, minors’ privacy, profiling, and pseudonymization for scientific journals and both national and international newspapers (including Computer Law & Security
Review, Diritto Economia e Tecnologie della Privacy, Corriere della Sera, Sole 24 Ore, Il Mondo, Affari Italiani, European Voice, The Wall Street Journal).
Luca is a member of the Experts Board of EU-IoT and co-chair of the EuroPrivacy Certification Scheme Board of Senior Experts. He regularly participates as a speaker
to national and international conferences (including ITU Telecom World, IoT Week, Annual Privacy Forum, Privacy Day Forum, CPDP) and radio/TV broadcasts on
innovation policies matters. He has lectured at Alma Graduate School of the University of Bologna, Scuola Superiore della Pubblica Amministrazione, CNR Pisa,
Università Statale di Milano, IED, IPSOA and TÜV Sud Privacy Officer mastercourses and at several other training and higher education programs and masters in Italy.
From 2010 to 2019, he has been in charge of teaching privacy law at the SSPL at the Faculty of Law of the University of Teramo, Italy. In the last 10 years, Luca’s been in
charge of teaching EU data protection law at the Master in Big Data Management of LUISS Guido Carli, at the 2nd level Master in cybersecurity, data protection and
privacy at the University of Rome Tor Vergata, at the 2nd level Master in Labour Law at the Unimercatorum, at the 2nd Level Master in Data Protection Officer at
Politecnico di Milano, at the 1st level Master in Professionisti della digitalizzazione e della privacy at the University Unitelma Sapienza, at the 1st level Master in
Intelligenza Artificiale, Diritto ed Etica Delle Tecnologie Emergenti at the Università Europea di Roma, at the “Corso Maestro Protezione Dati & Data Protection
Designer®” at the Academy Istituto Italiano Privacy, at the Master in Internet Ecosystem at the University of Pisa, at the Advanced Master in Privacy, Cybersecurity and
Data Management at Maastricht University, at the Master of Science in Medical Informatics at FHNW University and at the Master in Advanced Studies on the IoT at the
University of Geneva.
Luca Bolognini’s books in the last 15 years, as editor, author or co-author: “Deontologia privacy per avvocati e investigatori privati” (privacy for lawyers and private
investigators, Giuffrè, 2009), “Next Privacy” (RCS Etas, 2010), “Privacy Technologies and Policies” (chapter on IoT and 3D privacy, Springer, 2016), “Generazione
Selfie” (Corriere della Sera, 2014), “Il Regolamento Privacy Europeo” (the first Italian commentary on the GDPR, Giuffrè, 2016), “La nuova responsabilità sanitaria e la
sua assicurazione” (chapter on privacy e transparency for health sector, Giuffrè Francis Lefebvre, 2017), «La responsabilità civile nel trattamento di dati personali e
per atti di cybercrime» (Giuffrè Francis Lefebvre, 2018). “Codice Privacy: tutte le novità del D.Lgs. 101/2018” (Giuffrè Francis Lefebvre, 2018). “A.I. Artificial Insanity –
Reflections on the resilience of human intelligence” (Rubbettino, 2018), a pamphlet about digital rights, Big Data law and impacts of Artificial Intelligence on human
lives. “Internet of Things Security and Data Protection” (Springer, 2019), in particular with the essays "Evolution of Data Protection Norms and Their Impact on the
Internet of Things", "Voluntary Compliance Commitment Tool for European General Data Protection Regulation", "IoT and Cloud Computing: Specific Security
and Data Protection Issues". «La rappresentanza dei diritti in materia di protezione dei dati personali, tra azioni plurisoggettive e azioni collettive» in the book
"Azione di classe: la riforma italiana e le prospettive europee" (essay on privacy and data protection class actions, Giappichelli, 2020). Director, with Enrico Pelino, and
author of the major volume “Codice della Disciplina Privacy“ (Giuffrè Francis Lefebvre, 2019, 1454 pages), a complete commentary to the GDPR and all the Italian data
protection and privacy laws. Editor and author of the book “Privacy e libero mercato digitale” (Giuffrè Francis Lefebvre, May 2021), focusing on the convergence of
privacy and other sectoral regulations. Author of the book “L’arte della privacy – Metafore sulla (non) conformità alle regole nell’era data-driven“ / “The art of privacy
– Metaphors on the (non) compliance in the data-driven era“ (Rubbettino, 2022).
Some of Luca Bolognini’s open access papers: https://independent.academia.edu/LucaBolognini1
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MIM5 Fair AI
The impact of the Artificial Intelligence Act proposal on
European cities - December 16th, 2021

Open and Agile Smart Cities

168 cities in over 30 countries

Our history
Incorporation – vzw
“Connected Smart Cities Network” (CSCN)
• Informal group of EU project coordinators in the area of
“smart cities”

• Four founding partners: Aarhus University (DK), Business Tampere (FI),
Connected Places Catapult (UK), imec (BE).
• Two-chamber system
•Board of Directors: core partners (= founding partners) + CoC representative
•Council of Cities (CoC): regular members (= cities who signed Letter of Intent)

2015
2010–2015
Open & Agile Smart Cities (OASC) – informal
• Announced in January 2015
• Launched 16 March 2015 (31 cities in 7 countries, 1 vote
per country)
• Overseen by CSCN Coordination Board

2018

OASC
announced
January
2015
Brussels
Based on a set
of minimal
interoperability
tools to support
data sharing

Why “Minimal”?
• Complete interoperability would require
compliance with a large number of detailed
standards – only possible for cities with
significant resources.
• Minimal Interoperability is needed to enable
the many small and medium sized cities and
communities, and those with limited
resources, to join the larger cities in
benefiting from an open market.

Minimal Interoperability Mechanisms

Sufficient
interoperability to allow:
• “Good enough”
integration of systems
• Development of a
viable market – cutting
costs, minimising risk
and preventing vendor
lock-in

Minimal to ensure:
• no unnecessary
complexity or time-toimplement
• Aim for cost for cities
to implement (staff
time, software,
hardware) to be less
than, say, $50,000

Clearly defined
mechanism so that:
• It is easy to determine
if a product or service
is compliant
• It is easy to determine
the steps to implement

The question answered by the MIMs
is:

MIMs start
from what
cities need

“What are all the basic building blocks
needed to enable a city to set up an
effective data-sharing ecosystem?”

Building on existing work
These are not completely new pieces of work.
Where there are existing authoritative standards, the MIM will
work with cities and standards bodies to identify the core
requirements of those standards that a city could put in place as a
first step to start to see immediate benefit in developing the local
data ecosystem.
Where there are several standards initiatives that cover the same
ground, the aim will be to identify the lowest common
denominator (or the NIST Pivotal Points of Interoperability) that
will make it easy to link products and services that comply with
those different sets of standards.
Where policy or procurement requirements have been agreed, but
there are no technical specifications to support these, then we
may fill this gap.

The MIMs so far
– tackling the
requirements of
a local data
ecosystem

MIM

Subject

Name

MIM1

Context

Context Information Management

MIM2

Data Models

Shared Data Models

MIM3

Contracts

Ecosystem Transactions Management

MIM4

Trust

Personal Data Management

MIM5

Transparency

Fair Artificial Intelligence

MIM6

Security

Security management

MIM7

Places

Geospatial information management

MIM8

Indicators

Ecosystem indicator management

MIM9

Analytics

Data Analytics Management

MIM10 Resources

Resource Impact Assessment

There
may be
other
MIMs
later

• The 10 MIMs are designed to cover what is needed
for a local data ecosystem. However, one or two
other ones may be needed to cover any gaps.
• The process of making sure we have the full list is
underway. That is important as all the MIMs have
dependencies on some of the other ones, and having
the full list will enable those links to be put in place

The state of the MIMs
MIMs 1. 2 & 3 are already being specified by cities in procurements.
They need a review and some polishing work
3 Working Groups have begun to develop MIMs 4, 5 & 7
The aim is to get these to the stage where they can be tested
within 6 months and then ready for roll out in another 6 months
So – in 6 months we start work on the next three MIMs
In the meantime, we will be refining our architectural framework
and reviewing what other MIMs might be needed

Setting the MIMs in the Policy context
MIMs Plus = MIMs for EU Governed by the Living-in.EU Steering Board

MIMs

Plus European initiatives and regulation
•
•
•
•
•

EIF / EIF4SCC
ISA2 / EDGES
CEF Digital
INSPIRE, ELISE
DESI / LORDI

•
•
•
•

100ICC, EIP-SSC
National
Regional
Other sources
https://living-in.eu/groups/commitments/technical

All the MIMs
have a strong
European
context

• MIM 5 is building on the thinking behind the
Fair AI procurement process developed by
Amsterdam
• MIM 4 on Personal Data Management is
responding to a key European policy issue and is
based strongly on work done in Helsinki and
Flanders
• JRC and INSPIRE are very much involved in
MIM7
This is helpful, because often Europe leads and
other countries follow – GDPR.
However it is important to make sure that the
MIMs are seen as globally relevant

Governance of the MIMs
STAGES

OASC Governance process
Members and partners → Working Groups → Technical Council

General Assembly



Board of Directors



Council of Cities

Parallel process in Living-in.EU to develop MIMs Plus – setting the MIMs
within the European Policy Context
Documentation:
mims.oascities.org

MIM 5 Fair AI
State of play

• The MIMs are about supporting cities and communities to set up
an effective local data ecosystem. This is to enable them to
bring together information from many areas of city life to help
ensure that the city can be managed more effectively and more
focused around the needs of the citizen.

Introduction

• AI and algorithms will have a key role in making sense of that
data and some of those algorithms will be decision-making. It is
therefore vital that the algorithms that use that data are fair and
transparent, and that they use appropriate data from the data
ecosystem appropriately to make decisions.

The purpose of MIM5
• MIM 5 is about making sure that cities can have confidence that the AI and the models they use, as
well as the goals the AI is programmed to achieve, are fair and transparent and that they are able to
use data in a fair and transparent way. Replicability is important, as is explainability, though this last
is complicated and would be handled differently for different types of AI (eg black box neural
network systems will be a challenge)
• Clearly, from the European perspective, it is also about supporting cities and communities in
implementing the Artificial Intelligence Act, once it is passed.
• Cities are only beginning to use AI, but it is likely that usage will develop quickly. MIM 5 needs to
provide simple, basic tools, but also take account of how things might, or should, develop to ensure
it is future proofed

Algorithmic systems
• MIM5 is focused on algorithmic systems that make
decisions that affect the lives of citizens. Here
"Algorithmic System" is defined as: "software that
automatically makes predictions, makes decisions and/or
gives advice by using data analysis, statistics and/or selflearning logic."

• An automated decision-making algorithmic system does
not necessarily require any form of self-learning logic
(such as machine learning). In actual practice, software is
often used that does not contain any self-learning logic,
but the application of which may have great and
sometimes unknown or unintended impact on citizens.

Decision
making
algorithms

MIM 5 is not restricted to
algorithms that make decisions
regarding the services and support
to individual citizens
It will also take account of AI
decisions that underpin public
policy and investment in the city,
because these will also have
significant impact on the citizens

Our first three tasks
1. A set of definitions of key terms to ensure clarity in the work we do and as a resource for
communities
2. Support for cities in procuring and using fair and transparent AI. This will build on the Standard
Clauses for Procurement of Trustworthy Algorithmic Systems developed by the City of Amsterdam,
as well as some example checklists that are being gathered from around the world and that focus
on the process of deciding when and how to use AI for citizen centred services. The work will cover:

a. The technical requirements to enable cities to test whether products and services they are
procuring are fair, trustworthy and transparent
b. The technical requirements needed to ensure the appropriateness and accuracy of data used
both in training the algorithmic systems as well as used by those systems in decision making.
3. Proposing a format and process to help communities audit and keep track of their use of decisionmaking algorithms. This is an important tool in itself, but if many cities follow the same format and
process, it would be easy to build this into an international standard and also to support the setting
up of an international Algorithmic Register as a useful resource that cities everywhere could draw
on.

To find out more about the MIM5 and
the other MIMs

Go to https://mims.oascities.org/

Contact me for more details
Michael Mulquin MIMs Ambassador
Michael@oascities.org

