D6.2 Management
Handbook

. "u—
3. 9
Ml F R ARE

Funded by the European Union under GAn. 101083615. Views and opinions expressed are howeverthose of the author(s) only and do not necessarily reflect

those of the European Union or European Commission. Neither the European Union nor the granting authority can be held responsible for them.

Funded by -
the European Union
n




GO-LIEU

Project full title

Project identification

Governance of the Living-in.EU community

Project acronym

Go Li.EU

Project number

101083615

Call

DIGITAL-2021-DEPLOY-01

Starting date

1 October 2022

Duration 48 months
Document identification
Authors Gabriela Ruseva, Joost Broumels

Internal reviewers

Federica Bordelot

Work package WP6

Tasks involved 76.2 and T6.3
Type Document
Dissemination level SEN

Delivery date

M6 — March 2023

Submission date

M7 — April 2023

Version | Date Contributor Description

0.1 02/02/2023 Gabriela Ruseva First draft version

0.2 21/04/2023 Gabriela Ruseva, Joost Final version submitted
Broumels

0.3 31/05/2024

Gabriela Ruseva, Genoveva Revised version following rejection
Gil Garcia

0.4

0.5

0.6

2/66



GO-LIEU

Table of Contents

1

3.1
3.2
3.3
3.4
35
3.6

4.1
4.2
4.3

5.1
5.2

6.1
6.1.1
6.2
6.3
6.4
6.4.1
6.4.2
6.4.3
6.4.4

7.1
7.2
7.3

8.1
8.2

10

10.1
10.2
10.3

Abstract

Project Summary

Consortium management

Project Coordinator (PC)

The Project Coordination Team (PCT)

The Management Committee (MC)

The Work Package Leaders (WPLs)

Communication and marketing group

Roles, Responsibilities and Access rights on the Living-in.EU platform

Communication and collaboration within the consortium
Project collaboration space (shared drive)

MC and Work Package Leads (WPLs) meetings
Communication with the European Commission

General communication guidelines
Living-in.EU logo and platform
Go Li.EU website and usage of the Go Li.EU project logo

Living-in.EU governance structure and Go Li.EU partners’ roles
Living-in.EU Steering Board

Background

New composition of the Steering Board

Steering Board Chairs

Living-in.EU working groups

What is a working group?

How does a working group work?

Working group chairs

Working group signatory co-chair elections

Monitoring and reporting of project activities and work progress

General project monitoring and reporting

Monitoring of community growth and communication and dissemination activities
KPIs monitoring and measurement

Quality evaluation of project deliverables and processes (Quality Management Plan)
Deliverables
Processes

Risk Management plan

Personal data management plan
Controllers of personal data
Record of data processing activities
Data subjects’ rights

00 N N NN

10
10

12
12
14
14

15
15
16

17
17
17
17
17
18
18
18
19
19

21
21
21
21

22
22
25

25

28
28
30
32

3/66



GO-LIEU

104

11
111
111.1
11.1.2
11.1.3
11.2
113
114
115
116

12

13

14

Processors of personal data

IPR management plan

IPR Objectives and Scope

Definitions

Objectives

Scope

IPR Management Roles and Responsibilities

Identification of Background and Foreground IP

Dissemination and exploitation of Results

Dissemination of another Party’s unpublished Results or Background
IPR Reporting and Monitoring

Financial management and reporting

Milestones list

Deliverables list

Annex | List of templates

Annex Il Joint Data Controllership agreement

35

37
37
37
37
37
37
38
39
39
39

40

42

42

44

45

4/66



GO-LIEU

Abstract

This document provides support for the successful implementation of the project by describing the
procedures for project coordination, communication and collaboration among the consortium
partners, continuous monitoring, risk management, quality assurance and reporting.

It provides detailed information on the administrative, technical, financial, quality, risk, legal/IPR, data
management and ethical issues. It serves as a reference point for project partners regarding the
organisation of the project management. It should be considered complementary to the Joint Data
Controllership Agreement (JCA), Consortium Agreement (CA) and the Grant Agreement (GA). If there
are any contradictions, the latter should prevail.

This Deliverable 6.2 is produced within the WP6 Project Management to outline a clear and updated
picture of an overall management approach guiding the consortium in all the cooperation processes
demanded by the project.
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Project Summary

The Governance of the Living-in.EU community (Go Li.EU) project provides the Secretariat of the
Living-in.EU community on digital transformation at the local level. It aims to structure and coordinate
the broad range of activities of the community, growth, and promotion, organise the stakeholders
with various expertise (legal, financial, technical, education and capacity building, impact measuring),
animate the community and provide the support needed for knowledge sharing and the uptake of
existing proven digital solutions in cities, communities, and regions. Its thematic focus is on Local
Digital Twins, Local Data Platforms and Data Spaces, and related topics.

Partner organisations:

. Eurocities asbl (Eurocities), Square de Meels 1, 1000 Brussels (Belgium), VAT number
BE0447820987 (Coordinator)

. Open & Agile Smart Cities (OASC), Luxemburgstraat 19-21, 1000 Brussels (Belgium), VAT number
BE0686623804

. European Network of Living Labs ivzw (ENoLL), Avenue des Arts 6, 1210 Saint-Josse-ten-Noode
(Belgium), VAT number BE0824793473

. European Regions Research and Innovation Network asbl (ERRIN), Rue De Luxembourg 3, 1000
Brussels (Belgium), VAT number BE0885520027

. Council of European Municipalities and Regions (CEMR), Square de Mee(s 1, 1000 Brussels
(Belgium), VAT number BE544372611

The project is funded by: EUROPEAN COMMISSION Directorate-General for Communications
Networks, Content and Technology CNECT.C — Digital Excellence and Science Infrastructure Unit C.3 —
Technologies for Smart Communities
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Consortium management

Coordination among the consortium members will happen through the following organisational
structures:

Project Coordinator (PC)

The Project Coordinator at Eurocities monitors compliance with the contract — with proactive risk
management — and is responsible for administering the financial contribution and allocation to the
partners. The projectcoordinator has the overall responsibility for monitoring the implementation of
the work plan to:

e make sure that activities are carried out on time and in line with the objectives

e upcoming activities are planned in advance

e changes are managed without jeopardizing the overall implementation of the work plan
e all stakeholders are kept informed of the status and progress

e deliverables comply with high-quality standards

e costs are within budget.

The project coordinator monitors the entire project process and supervises the work of the WPLs,
while each partner has a clear responsibility for the specific work packages and tasks itis leading, and
implements these proactively. The Project Coordinator acts as an intermediary between the
consortium partners and the EC.

The Project Coordination Team (PCT)

The Project Coordination Team within Eurocities is composed of the Project Coordinator, the Head of
Digital Transformation, the Head of EU finance, the Director for projects and knowledge sharing and
other staff members working on the project or on specific tasks. The PCT is the supervisory body for
the execution of the project that shall report to and be accountable to the EC. The PCT guarantees a
smooth flow of the project through sound qualitative and administrative management and is
responsible for the project. The PCT will use appropriate tools to support quality management,
coordination, and communication.

The Management Committee (MC)

The Management Committee (MC) is composed of at least one representative of each partner and is
chaired by the ProjectCoordinator. It has ultimate responsibility for decision-making and the flow of
communications in the project and for ensuring that legal and ethical issues are properly dealt with.
The MC will monitor and discuss project progress based on reports received from the WP leaders;
provide oversight and approve changes or modifications of the work plan; the time schedule and the
allocation of the budget; and make strategic decisions in case of delays or failure to deliver by
individual partners. In the event of failure or non-delivery by any partner, the MC will, according to
the terms of the Consortium Agreement, ensure that part of the project is addressed, and funds are
reallocated accordingly.

The MC will meet at the kick-off and project coordination meetings. The MC will meet every two
months online. Email exchange will be used for decision-making on urgent issues between the bi-
monthly meetings. The monthly WPL meetings will be used to discuss urgent matters related to
specific work packages and tasks. Any decisions will be reported to the MC in writing or at the next
MC meeting. All decisions will be based on mutual consensus and will take place in the MC. In the
exceptional case where consensus cannot be reached, voting procedures will be applied, and decisions
taken by the majority of the votes (1 per partner). The Management Committee shall not deliberate
and decide validly unless two-thirds (2/3) of the parties are present or represented (“Quorum”).

If the Quorum is not reached, the Coordinator shall promptly convene another meeting within 15
calendar days. If in this second meeting, the Quorum is not reached, then this second meeting shall
be entitled to decide even if less than the Quorum is present or represented. Any decision may also
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be taken without a meeting if the Coordinator circulates to all partners a written document setting
out the decision being requested, which is then agreed to in writing by the number of representatives
equal to the defined majority (see Section 6.2.3. of the CA) of all Parties. Such document shall include
the deadline for responses, but such deadline shall be at least fifteen (15) calendar days after the
document is sent.

The MC will monitor progress, ensure timely reporting, share information, and anticipate bottlenecks
and problems to ensure smooth running throughout the duration of the project. If the representative
of a partner organisation in the Management Committee changes during the course of the project,
the partner should inform the project coordinator in writing as soon as the change is known.

The partner representatives in the Management Committee are (*updated as of May 2024):

Organisation Name and Surname Email

Eurocities Gabriela Ruseva gabriela.ruseva@eurocities.eu
Chiara Venturini chiara.venturini@eurocities.eu

OASC Karl-Filip Coenegrachts karl-filip@oascities.org
Virginie Verstraete virginie@oacities.org

ENoLL Giulia Campodonico giulia.campodonico@enoll.org

ERRIN Rodolphe Doité rodolphe.doite@errin.eu

CEMR Hamza Bennis hamza.bennis@ccre-cemr.org

3.4 The Work Package Leaders (WPLs)

The work plan is divided into 7 work packages, each led by a project partner (work package lead). All work
packages run in parallel and correspond to the full duration of the project, starting from M1 until M48,
except WP7, which starts at M21 and runs until M48.

e WP1 Capacity building, development and scaling up — ENoLL

e WP2 Technical specifications and supply side engagement for Local Digital Twins, Local Data
Platforms and Data Spaces — OASC

e WP3 Community management and growth — Eurocities

e  WP4 Project communication and dissemination — ENoLL

e  WP5 Impact monitoring and measuring — ERRIN

e  WP6 Project management — Eurocities

e WP7 Sustainability — Eurocities

Each work package leader takes full ownership of the tasks, milestones and deliverables of the work
package and guides the other partners towards their achievement.

The Work Package Leadersact as a project management team on a day-to-day basis. They meet once per
month online to discuss ongoing tasks and activities and use email and the project collaboration platform
for daily exchange, sharing and collaborative work on documents. The meetings of the WPLs will take
place every second Thursday of the month at 10-11:30h CET. CEMR can attend WPLs meetings whenever
needed. The project coordinator proposes the agenda, work package leads contribute and lead the
discussion on their respective work package.
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Each partner will designate a contact person for their respective work package. Other team members can
be involved, but the contact person will be the reference pointfor the Project Coordinator regarding the
respective work package. It will be the role of the contact person to involve any other relevant team
members in the planning, discussion, implementation, execution of tasks, monitoring, and reporting. If
the contact person of a partner organisation changes during the project, the partner should inform the
Project Coordinator in writing as soon as the change is known.

The contact persons for each work package are the following (*updated as of May 2024)::

WP Partner Contact person Position

Wp1 Capacity building, ENoLL Danae Pantelide International
development and scaling up Project Manager
WP2 Technical specifications and OASC Sophie Meszaros Project Manager

supply side engagement for Local
Digital Twins, Local Data Platforms
and Data Spaces

WP3 Community management Eurocities Gabriela Ruseva Project

and growth Coordinator

WP4 Project communication and ENoLL Jonas Onland Senior Project
dissemination’ Manager

WP5 Impact monitoring and ERRIN Rodolphe Doité Project Manager
measuring

WP6 Project management Eurocities Gabriela Ruseva Project

Coordinator

WP7 'Sustainability’ Eurocities Gabriela Ruseva Project
Coordinator

Each WP lead will be responsible for the assurance of a smooth flow of the respective work package and
associated tasks; the coordination, information, and continuous communication with the involved
partners; the dialogue with other WP leads for effective integration of contents and results; the timely
provision of deliverables and expected outcomes to be reviewed and approved by the MC; and provision
of publishable material approved by MC.
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3.5

3.6

Communication and marketing group
Communication and Dissemination activities including platform development are a substantial part of
the work of the Go Li.EU project. This is reflected in the dedicated WP4 Project Communication and
Dissemination. In addition to that, the Communications and Marketing group, formed prior to the
project, will continue to support the communication efforts of the projectteam. The Communications
and Marketing group is an external body advising and supporting the project partners on
communication and marketing work. The Comms and marketing group is composed of:
e Atleast onerepresentative per partner organisation (ideally, a communication and marketing
expert)
e A Communications/Policy Officer from Unit C3 Technologies for Smart Communities of DG
CNECT
e A Press Officer of the Committee of the Regions

The Communications and Marketing group is chaired by ENoLL as lead of WPA4. Its role is to:

e  Flag up relevant events, activities, policy developments, content

e  Provide input on the Branding, Marketing and Communication strategy

e  Support the dissemination efforts of the consortium

e Present/representthe Living-in.EU movement at relevant occasions (conferences, forums,
fairs, meetings, etc.)

e Provide relevant content for the Living-in.EU platform

e Make sure that all partner and supporting organisations and institutions apply the brand
guidelines of Living-in.EU and align in the communication and marketing activities and
messages.

e Ensure alignment with the other relevant initiatives funded by the European Commission
such as the support services for smart communities (Local Digital Twin toolbox), data space
deployment, citiverse.

Decisions related to the development and implementation of WP4 and of the Branding, Marketing
and Communication Strategy will be taken by the consortium partners at the monthly WPLs meetings
or at dedicated WP4 meetings organised by ENoLL. The roles and responsibilities of each partner
regarding the implementation of the communication and dissemination activities are specified in D4.1
Branding, Marketing and Communications Strategy and will be further detailed during the course of
implementation. The Communications and Marketing group will meet bi-weekly.

The current members of the Communications and Marketing are:

Organisation Name and Surname Email

Eurocities Gabriela Ruseva Gabriela.ruseva@eurocities.eu
OASC Virginie Verstraete virginie@oascities.org

ENoLL Jonas Onland jonas.onland@ENOLL.org

ENoLL Michelle Gonzalez Torres michelle.gonzaleztorres@enoll.org
ENoLL Genoveva Gil Garcia genoveva@serendipity.buzz

ERRIN Rodolphe Doité rodolphe.doite@errin.eu

EC TBC TBC

CoR Theresa Sostmann Theresa.Sostmann@cor.europa.eu

Roles, Responsibilities and Access rights on the Living-in.EU platform

The members of the communications and marketing group, as well as other member of the partner
organisations, have specific roles and responsibilities on the Living-in.EU platform. There are three
main roles:
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Administrator: has full access to the platform backend (based on drupal technology), can modify the
platform structure, add/remove modules and do web development work. Has access to personal data

of users.

User management: has accessto the data base of user profiles, can assign or remove roles from user
profiles, edit user profiles, generate passwords, delete user profiles and their personal data. Has

access to personal data of users.

Editor: can add and edit content to the platform, change the structure of the menu. Does not have

access to personal data of the users.

Below a list of the consortium members and/or comms and marketing group members and their user

role:

Organisation Name and Email User role
Surname
Eurocities Gabriela Gabriela.ruseva@eurocities.eu Editor
Ruseva User
management
Administrator
Eurocities Viviana viviana.demonte @eurocities.eu Editor
Demonte User
management
OASC Virginie virginie@oascities.org Editor
Verstraete User
management
OASC Karl-Filip karl-filip@oascities.org Editor
Coenegrachts
OASC Sophie sophie @oascities.org Editor
User
Meszaros
management
OASC . Editor
Saara saara@oascities.org
Valtasaari User
management
ENoLL Jonas Onland jonas.onland@vng.nl Editor
ENoLL Michelle michelle.gonzaleztorres@enoll.org | Administrator
Gonzalez Editor
Torres
ENoLL Danae danae.pantelide@enoll.org Editor
Pantelide
ENoLL Genoveva Gil genoveva@serendipity.buzz Editor
Garcia
ERRIN Rodolphe rodolphe.doite@errin.eu Editor
Doité User
management
Administrator
EC TBC TBC TBC
CoR Theresa Theresa.Sostmann@cor.europa.eu | Editor

Sostmann
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Communication and collaboration within the consortium

4.1 Project collaboration space (shared drive)

The main channelfor daily collaboration and exchange among the partners isthe projectcollaboration
space available through this link: https://eurocities.sharepoint.com/sites/Extranet/Go_Lieu. Partners
will also use email for communication.

The collaboration space is on Microsoft SharePoint and is structured as follows:

Home — provides an overview of the recent activities on the collaboration space, a list of
upcoming meetings and changes in documents.

About — providesa summary of the project. It is the place to go if you need to go back to the
basics, know the project number or the correct full project title and abbreviation.

Meetings — provides a list of project meetings and events. Work package leads have the
responsibility to add there the main meetings and events related to their work package. The
project coordinator has the responsibility to add the Management Committee meetings and
the WPLs coordination meetings. The list can be searched by selecting a time span to review
past meetings.

Working documents — this is one of the most important parts of the collaboration space —
the documents library. The documents library will be used to work collaboratively on the
project deliverables and other related documents. Partners can work on documents online
or synchronise with a local folder on their computer by clicking on “Sync” in the document
library (see screenshot). The library is configured according to the project work packages.
Each WPL has the responsibility to further configure and use their work package folder.
Structuring the work package according to tasks and deliverables is recommended.

Go Lieu

EURO
.||I CITIES

Reporting — this section of the collaboration space contains a folder for each partner
organisation, with restricted access only for staff members of that organisation. Partners can
find there the internal financial reportingtool —an excel file for each partner to provide their
financial reporting data. The folders are visible by clicking on the arrow next to Reporting.
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If partners do not have the Microsoft OneDrive application installed, they will need to
download and install it first.

Final documents —this library is only for the final version of deliverables that will be uploaded
to the European Commission Grant Management System (SyGMa). It is also configured to
reflectthe work package structure of the project. Work package leads will notify the project
coordinator once a final deliverable is uploaded in the Final documents library and ready to
be uploaded to the system. The Final documents library should not be used for other
purposes.

News — this section is for all partners to make any announcement and post any information
relevant to the project.

Participants — this is the list of all partner contacts who have access to the collaboration
space. If a new partner contact should be added, the partner in question contacts the project
coordinator. The list can be downloaded as an excelfile. Partner contacts are encouraged to
update their profile and add a profile photo for better visual interaction on the collaboration
space.
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4.2 MC and Work Package Leads (WPLs) meetings

The Management Committee will meet everytwo months, on the first Thursday of the month. The
meetings calendar for 2023 is the following:

e 02 February 2023 13:30 -15:30h — online meeting

e 06 April 2023 13:30 -15:30h — online meeting

e 12 June 2023 13:30 — 15:30h - in-person meeting in Brussels

e 12 September 2023 13:30 -15:30h — online meeting

e 02 November 2023 13:30 -15:30h — online meeting

e 05 December 2023 13:30 -15:30h - in-person meeting in Brussels
The Coordinator, as well as any other Partner, can request an ad hoc meeting of the Management
Committee. The request should be sent in writing to the Coordinator, who will then schedule the
meeting within 2 weeks of the request. The Coordinator shall give notice in writing of a meeting to
each Partner as soon as possible and no later than 10 calendar days preceding the meeting. The
Coordinator shall prepare and send each Partner a written agenda no later than 10 calendar days from
a regular meeting, 5 calendar days for an extraordinary meeting.

The Coordinator shall produce written minutes of each meeting which shall be the formal record of all
decisions taken. The Coordinator shall send the draft minutes to all Partner within 10 calendar days
counting from the date on which the meeting was held.

WPLs meetings will be organised online monthly, every second Thursday of the month at 10h CET. In
the month when a MC meeting takes place, the WPL can, upon mutual agreement, cancel the
respective WPLs meeting if the discussion points can be covered sufficiently during the MC meeting.

The meetings calendar for 2023 is the following:
e 09 February 2023
e 09 March 2023
e 13 April 2023 (MC meeting on 06 April)
e 11 May 2023
e 13 July 2023
e 14 Sep 2023 (MC meeting on 12 Sep)
e 12 October 2023
e 09 November 2023 (MC meeting 02 November)
e 14 December 2023 (MC meeting 05 December)

4.3 Communication with the European Commission

Effective communication between the Go Li.EU team and the European Commission will be essential
to the success of this project. Eurocities, as the coordinator of this project, is responsible for liaising
with the European Commission. Project partners will channel all communication with the European
Commission through the project coordinator.

Whenever direct communication between a project partner and the European Commission is
necessary, the project coordinator should be informed as soon as possible. Such communication
should preferably take place in a written way and the Coordinator should always be in copy of any
such communication.
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5 General communication guidelines

This section contains general communication guidelines that will be applied in the project. D4.1 Branding,
Marketing and Communication Strategy provides further details and tools for communication.

5.1 Living-in.EU logo and platform

The projectwill ensure continuity of communication on the Living-in.EU movement by continuing to apply
pre-existing practices:

The correctway to write the title of the movement is the following: Living-in.EU (capital “L”
and capital “EU”). It will be used in all communication materials and in all internal and
external project-related documentation.

The correctway to write the title of the projectis Governance of the Living-in.EU Community
or Go Li.EU.

The logo of the Living-in.EU movement is the following:

L

In addition
applied:

VING-IN.EC
IVING-IN.EU

to the pre-existing practices, the following practices in communication activities will be

A PPT template, a text document (word) template and a letterhead template will be
developed as part of WP4.

A separate logo is developed as part of WP4 for the Go Li.EU project in line with the visual
identity of the movement (see below).

Partner logos shall be added to all online and offline communication materials.

The European Commission’s financial support to the Go Li.EU project will be acknowledged
on the Go Li.EU project website by displaying European flag (emblem) and funding statement
“Funded by the European Union”.

The European Commission’s financial support should also be acknowledged on the Living-
in.EU platform by adding a disclaimer “This Platform is run by the Governance of the Living-
in.EU funded by the European Union under GA n. 101083615. Views and opinions expressed
are however those of the author(s) only and do not necessarily reflect those of the European
Union or the European Commission. Neither the European Union nor the granting authority
can be held responsible for them.”

The Living-in.EU platform will remain the main communication channel for the movement. It will be

updated as

part of WP4 to accommodate the growing needs of the movement. Further updates to

accommodate other smart city/digital transformation projects and initiatives are possible, on the
condition that additional financial resources are identified and secured.
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The use of the logo and the brand architecture of the Living-in.EU movement and the Go Li.EU projectare
further developed as part of the D4.1 Branding, marketing and communications Strategy.

5.2

Go Li.EU website and usage of the Go Li.EU project logo

A dedicated website for the Go Li.EU project is created under the URL:

https://go.living-in.eu/

This URL is a sub-domain of the Living-in.EU domain. The project website providesinformation about
the project, its objectives, partners, funding programme and main activities. All news, events and
other ongoing content will be published on the Living-in.EU website as it is a well-known and well-
established online channel of the Living-in.EU movement.

The go.living-in.eu website consist of three static pages:

1.

About —in this section providesinformation about the background of the Living-in.EU movement,
the rationale behind the Go Li.EU projectand its objectives, as well as the main project parameters
such as funding programme, duration, start and end date, etc. It also contains a link to the more
dynamic Living-in.EU platform.

Go Li.EU partner networks — in this section, the project partner networks are presented, with
links to their organisational websites.

Working groups — as one of the main activities and tools of the community management, and an
important component of the governance of the movement, the working groups and their
objectives are described in a dedicated space on the project website.

A dedicated logo is created for the Go Li.EU project and the usage of the project logo and the logo
of the movement, as well as the combination of both, is further explained in the brand
architecture guidelines, which are an annex to the D4.1 Branding Marketing and Communication
Strategy. The logo of the Go Li.EU project is the following:

60-LI.EU
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6.1
6.1.1

6.2

6.3

Living-in.EU governance structure and Go Li.EU partners’ roles

Living-in.EU Steering Board

Background

Since the launch of the Living-in.EU initiative, the Steering Board has been a key strategic body for the
development and growth of the community. From the launch event in Oulu and the first signature of
the ‘Join, Boost, Sustain’ political declaration, through the creation of the Living-in.EU platform until
the latest validation of the MIMs Plus and LORDI tools, the group steered the work of the community,
bringing the initiative to a high level of visibility and recognition.

In the past years precedingthe Go Li.EU project, without dedicated funding and a strong governance
structure, but a large number and different types of activities to develop, the Steering Board was an
open forum of discussion and collaboration. Representatives of founding network organisations and
EU Institutions were among the initial core group, however, representatives from city governments
who hosted key events or EC representatives from different DGs, as well as representatives from other
EU bodies, have progressively joined the meetings. In 2022, the Steering Board mailing list included
82 email addresses, some of which are not valid anymore.

New composition of the Steering Board

The Living-in.EU community and platform are enteringa new era. For the next four years, the Go Li.EU
consortium coordinated by Eurocities will support the governance of the initiative including the
management of activities and growth. An active, organised, and operational Steering Board with
strategic decision power is crucial to steer the work of the community and bring the initiative to the
next level.

Hence, the Steering Board membership is limited to a few active representatives of the key
organisations and institutions that have clear roles and responsibilities for the management and
growth of the initiative. Each of the organisations and institutions composes its own delegation but
ensures that the Steering Board involves a workable number of people.

The Steering Board will be composed of a limited number of:

- Representatives from each of the networks/consortium partners (e.g., project manager and
working group leader/coordinator)

- Representatives from the European Commission

- Representatives from the secretariat of the Committee of the Regions

The Steering Board could also include:

- The chair of the Mayors’ Digital Assembly or her/his/their representative,

- A representative from the rotating Council Presidency

- On an ad hoc basis, other organisations/projects can be invited to selected meetings

Steering Board Chairs

The Steering Board will be co-chaired by a representative of the founding organisations/project
partners and a representative of the EU institutions. For the project partners, the co-chair will be
Federica Bordelot from Eurocities and from the EU institutions Eddy Hartog, from the European
Commission, DG CONNECT. The co-chairs’ mandate will be four years, until the end of the Go Li.EU
project. The role of the co-chairs is linked to their functions within their organisations.

Therefore, if a co-chair changes function, it will be appropriate to rescind the chair. In this case, a
representative with a similar function will be proposed by the organisation of the rescinded chair and
approved by the Steering Board within 1 month or until the next upcoming meeting of the Steering
Board.
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6.4
6.4.1

6.4.2

The composition of the Steering Board was approved by the Steering Board members at their meeting
on 08 December 2022.

Living-in.EU working groups

What is a working group?

Living-in.EU working groups are formed around the five commitments of the Join, Boost, Sustain
declaration — financial, technical, legal, education and capacity building and monitoring and
measuring.

The working groups are for signatories’ representatives (cities, regions, and member states) and are
aimed to create the conditions to upscale digital solutions such as local digital twins and urban data
platforms. They are a safe space for government officials at all levels to discuss the main challenges
and needs in terms of digital transformation, exchange experience and work together on solving
common challenges in deploying existing and proven digital solutions.

Additional working groups can be set up if it is considered necessary to tackle topics/aspects of digital
transformation that are not within the remit of the five commitments or that are cross-cutting. The
Go Li.EU consortium partners lead the work of the working groups as follows:

e technical working group: OASC

e education and capacity building working group: EnoLL

e monitoring and measuring working group: ERRIN

e legal working group: Eurocities

e financial working group — Eurocities.

The work related to managing the working groupsis under WP3 Community management and growth,
T3.1 Community management, where it is detailed. This includes:

e Management of contacts

e Development of the yearly work plans for each group by each group-leader.

e Strategic coordination between the five working groups including ensuring alignment of

their annual work plans.

Eurocities ensuresthe overall coordination of the working groups, providing templates for the annual
work plans, and guidelines on selecting chairs and co-chairs of the working groups. The concrete
deliverable related to this activity is D3.2 Working group annual work plans due yearly at M3, 15, 27,
39.

In addition, the work of the education and capacity-building working group is further detailed in WP1.
As lead of this WP, ENoLL coordinates the activities of the education and capacity building working
group. The E&CB working group coordinates with the other working groups, e.g., with the technical
working group on producing material on how to use the MIMs, with the legal & ethics working group
on supporting cities to overcome issues around data-sharing and procurement of technical solutions.

The work of the technical working group on the evolvement of the MIMs Plus is further detailed in
WP2 Technical specifications and supply side engagement for Local data platforms, data spaces and
Local Digital Twins.

How does a working group work?

The work of the working groups is organised by the partner leading the respective working group, who
acts as a secretariat of the working group. The working groups meetevery three months and whenever
considered necessary by the chair and/or the network leading the working group. The meetings are
organised generally online. The way of working of the working groups, meeting organisation and usage
of the online platform, is detailed in D3.1 Community Management Plan.
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6.4.3 Working group chairs

Each working group will have two chairs — one representative from the partner networks and one from
a signatory (city, region, Member State). The representative of the respective partner network leading
the working group will be appointed by the partner organisation in charge. The purpose of nominating
a co-chair among the signatories is to increase the sense of ownership of the initiative and its
commitments. Signatory chairs will support the partner networks in the definition and development
of yearly work plans and implementation of the activities.
Roles and responsibilities of all the consortium partners for the support of each of the working group’s
activities is further defined as part of the Community Management Plan (D.3.1) taking into account
the responsibilities in each of the linked WPs.
The working group signatory chairs are responsible for:

e defining the contents, priorities and approaches of the working group

e co-defining the annual work plan

e contributing to the development, and exceptionally drafting, deliverables

The partner leading the working group should be responsible for:

e  Providing the technical infrastructure for the meetings

e Implementing follow-up activities agreed such as looking for experts, case studies and any
other relevant content

e Liaising with the other working group leads

e Working closely with the signatory co-chair, and in case of incapacity or low engagement of
the latter, taking over all their responsibilities.

e Leading on the preparation and implementation of the working group annual work plan in
coordination with the responsible signatory co-chair and presenting the annual work plan to
the Living-in.EU steering board. The working group annual work plan should be guided by the
respective commitments in the declaration and should set specific and measurable goals,
including a clear hierarchy of priorities, and provide an indicative implementation timeline. It
will include a list of concrete activities and related results.

e (Calling working group meetings, preparing agendas for meetings, identifying speakers and
consolidating results.

e Organising short meetings notes (including list of participants, issues addressed, decisions
taken, way forward)

e The coordination between the working groups will be ensured by the network chair. In case
of the Monitoring and Measuring working group the Committee of the Regions (CoR)
together with ERRIN is chairing the working group.

6.4.4 Working group signatory co-chair elections

Mandate
Each working group appoints its signatory chair for two years. This will happen through an open call
among the signatories, launched by the partner network co-chairing the respective working group.
The mandate can be renewed. Selection takes place online between November and January, with the
aim to have the new chair selected by 31 January of the respective year when the mandate is renewed
(except for 2023, when the working group co-chair will be selected by 31 May 2023).
Applications
All members of the working group can apply to become chair. Applications are to be sent to the
partner network responsible for the working group at least two weeks in advance of the meeting or
online procedure to select the chair.
The profiles of the candidate chairs will be uploaded onto the working group closed space on the
Living-in.EU platform.
Procedure
To apply, candidates fill in a template provided by Living-in.EU secretariat, including:

e the motivation to become chair

e priorities for the next year two years of the group
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e expertise relevant to the group.
Partner networks’ co-chair of each working group collects the applications received and shares them
with the other members of the working group via the Living-in.EU platform. Members have two
weeks to review and vote for one of the candidates by means of an email sent to the working group

network co-chair.
In case several applications are received for one position, the criteria for selection will be:

e Priorities proposed are aligned with the commitments of the working group
e Professional expertise of the candidate corresponds to the working group
e  Chair is committed to dedicating time and co-chair the meetings and participate in all meetings
of the working group (at least 4 per year)
In case of several candidates receiving the same number of support emails, the working group leads
from partner networks form a selection committee and evaluate the received applications to select
the most suitable one.
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7  Monitoring and reporting of project activities and work progress

There are four sets of monitoring activities in Go Li.EU belonging in different work packages:

1) General project monitoring performed by Eurocities within WP6 Project Management, related
to the timely achievement of deliverables and milestones within the designated budget

2) Monitoring of community growth within WP3 Community Management and Growth

3) Monitoring of communication and dissemination activities lead by ENoLL and performed by all
partners within WP4 Project Dissemination and Communication

4) Impact monitoring and measurement of the projectGo Li.EU and of the movement Living-in.EU

performed by ERRIN within WP5 Impact Monitoring and Measurement

7.1  General project monitoring and reporting

General project monitoring will be carried out by Eurocities on an ongoing basis through the regular
Management Committee and WPLs meetings. Progress on specific tasks and activities will be recorded
in the meeting minutes.

Project reporting will be carried out according to the Grant Agreement and the Consortium
Agreement and in compliance with the reporting templates provided by the European Commission.
The European Commission System for Grant Management (SyGMa) will be regularly updated by the
Coordinator.

7.2  Monitoring of community growth and communication and dissemination activities

Since community growth and communication and dissemination activities are closely related, the Go
Li.EU consortium will develop a joint monitoring tool between WP3 and WPA4. It will be developed in
collaboration between Eurocities and ENoLL as leads of these work packages, and will include
monitoring of internal and external events, mapping of potential signatories and supporters, mapping
of relevant content and solutions as an attraction point for potential signatories.

7.3  KPIs monitoring and measurement
The KPIs that Go Li.EU will use to measure progress, included in the Description of Action are:
e number of signatory cities and communities, regions and member states of the Joint Boost
Sustain Declaration;
e number of commitments implemented within this declaration;
e number of new supporters joining the movement;
e number of specifications and assets further developed, created and reused by cities and
communities;
e number of events organised by the Living-in.EU initiative;
e number of visits to the Living-in.EU platform and other channels;
e overallnumber and nature of eventsrelated to smart and sustainable citiesand communities
with contributions of Living-in.EU.
WP5 will further develop, break down and define this set of KPIs, set up and develop a mechanism to
ensure the transfer of necessary data for measurement from the signatories and develop a monitoring
dashboard. The KPIs monitoring and measurement framework will be elaborated in D5.1 KPI definition
report and D5.2 Monitoring framework.
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Quality evaluation of project deliverables and processes (Quality
Management Plan)

Deliverables

The Coordinator will oversee the overall management of the quality assurance process and the quality
of deliverables. Moreover, the coordinator will be responsible for making sure that all the deliverables
developed by our consortium will undergo a thorough language quality check by native English
speakers (our partner organisations employ several native English speakers who are experienced
proof-readers).

Project deliverables will be subject to an internal quality evaluation procedure. Each deliverable will
be evaluated by three partners (excluding the author of the deliverable) according to a template
provided by the project coordinator.

The WP/deliverable lead will submit the deliverable for quality evaluation at the latest two weeks prior
to the delivery deadline. He/she will notify via email the three evaluating partners that the deliverable
is ready for quality review and where to access it. The three evaluating partners will submit the filled-
in evaluation template one week after receivingthe deliverable. The evaluation template is available
on the project collaboration space
https://eurocities.sharepoint.com/:w:/r/sites/Extranet/Go_Lieu/Working%20documents/WP6%20Pr
oject%20management/D6.2%20Management%20Handbook/D6.2%20-
%20Template%20%234%20(internal%20quality%20evaluation%200f%20deliverables).docx?d=w320
5e51f9e7e4031b5c31af75b32945f&csf=1&web=1&e=IxNfYc. The author of the deliverable will then
have one week to implement any changes, if the need to do so has been identified. Below is a table of
the project deliverables, deadlines, dates to be submitted and evaluating partners:

WP | Deliverable Deadline Responsible Date for | Reviewers
organisation submission for
review
1 D1.1 Strategy for the | 31 May 2023 ENoLL 17 May 2023 Eurocities
development, OASC
deployment and CEMR

uptake  of  cross-
domain interoperable
digital solutions

1 D1.2 Capacity | 30 Sep 2026 ENoLL 15 Sep 2026 Eurocities
building programme OASC
report ERRIN

2 D2.1 Technical | 31 Mar 2024 OASC 17 Mar 2024 Eurocities
specifications ENoLL
mapping (gaps ERRIN
between supply and
demand side
requirements)

2 D2.2 Minimal | 30 Sep 2024 OASC 15 Sep 2024 Eurocities
technical ENoLL
specifications and ERRIN

standardisation
requirements
2 D2.3a Vision and | 30 Sep 2025 OASC 15 Sep 2025 Eurocities
action plan ENoLL
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ERRIN

2 D2.3b Vision and | 30 Sep 2026 OASC 15 Sep 2026 Eurocities

action plan ENoLL
ERRIN

3 D3.1 Community | 31 Mar 2023 Eurocities 17 Mar 2023 ENoLL

Management Plan OASC
ERRIN

3 D3.2a Working group | 31 Dec 2022 Eurocities 17 Dec 2022 Eurocities
annual work plans for ENoLL
2023 (x5 plans / year) OASC

ERRIN
CEMR*

3 D3.2b Working group | 31 Dec 2023 Eurocities 17 Dec 2023 Eurocities
annual work plans for ENoLL
2024 (x5 plans / year) OASC

ERRIN
CEMR*

3 D3.2c Working group | 31 Dec 2024 Eurocities 17 Dec 2024 Eurocities
annual work plans for ENoLL
2025 (x5 plans / year) OASC

ERRIN
CEMR*

3 D3.2d Working group | 31 Dec 2025 Eurocities 17 Dec 2025 Eurocities
annual work plans for ENoLL
2026 (x5 plans / year) OASC

ERRIN
CEMR*

3 D3.3a Onboarding | 30 Sep 2023 Eurocities 15 Sep 2023 ENoLL
and community OASC
development process ERRIN
report

3 D3.3b Onboarding | 30 Sep 2024 Eurocities 15 Sep 2024 ENoLL
and community OASC
development process ERRIN
report

3 D3.3c Onboarding | 30 Sep 2025 Eurocities 15 Sep 2025 ENoLL
and community OASC
development process ERRIN
report

3 D3.3d Onboarding | 30 Sep 2026 Eurocities 15 Sep 2026 ENoLL
and community OASC
development process ERRIN
report

4 D4.1 Branding, | 31 Mar 2023 ENoLL 17 Mar 2023 Eurocities
Marketing & OASC
Communication ERRIN
strategy

4 D4.2 Marketing, | 30 Sep 2026 ENoLL 15 Sep 2023 Eurocities
Communication and OASC
Event Evaluation ERRIN
Report
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4 D4.3 Evaluation ofthe | 30 Sep 2026 ENoLL 15 Sep 2023 Eurocities
functionalities, use OASC
and impact of the ERRIN
platform including
the analytics

4 D4.4 Go Li.EU project | 31 Mar 2023 Eurocities 17 Mar 2023 OASC
website and ENoLL ERRIN

CEMR

5 D5.1 KPI definition | 28 Feb 2023 ERRIN 14 Feb 2023 Eurocities

report OASC
ENoLL

5 D5.2a Report on | 30Sep 2023 ERRIN 15 Sep 2023 Eurocities
monitoring OASC
framework and the ENoLL
implementation of
the interactive
dashboard

5 D5.2b  Report on | 30 Sep 2025 ERRIN 15 Sep 2025 Eurocities
monitoring OASC
framework and the ENoLL
implementation of
the interactive
dashboard

5 D5.3a Monitoring and | 31 Mar 2024 ERRIN 17 Mar 2024 Eurocities
impact report OASC

ENoLL
5 D5.3b Monitoring and | 30 Sep 2025 ERRIN 15 Sep 2025 Eurocities
impact report OASC
ENoLL
6 D6.1a Progress report | 30 Apr 2024 Eurocities n/a n/a
6 D6.1b Progressreport | 30 October Eurocities n/a n/a
2025
6 D6.1c Progressreport | 30 October Eurocities n/a n/a
2026

6 D6.2a Management | 31 Dec 2022 Eurocities 31 Jan 2023 ENoLL
handbook (including OASC
quality assurance, risk CEMR
and data
management plans)

6 D6.2b Management | 31 Mar 2023 Eurocities 17 Mar 2023 ENoLL
handbook (including OASC
quality assurance, risk CEMR
and data
management plans)

7 D7.1a Sustainability | 30 Sep 2025 Eurocities 15 Sep 2025 ENoLL
Plan OASC

ERRIN

7 D7.1b  Sustainability | 31 Jul 2026 Eurocities 17 July 2026 ENoLL

Plan OASC
ERRIN

7 D7.2 Handover | 30 Sep 2026 Eurocities 15 Sep 2026 ENoLL

procedure handbook OASC
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[ ] ERRIN
*Each partner Eurocities, ENoLL, OASC and ERRIN evaluates all plans except the ones of the groups
which they are leading. CEMR evaluates all plans.

Processes

Quality assessment of project management will be performed by a survey on the overall quality of
project management that partners (except the project coordinator) will fill in at the end of each
reporting period (by 31 March 2024 for the first reporting period, by 30 September 2025 for the
second reporting period, by 30 September 2026 for the third reporting period). The survey will be
prepared and distributed to partners by the project coordinator. The responses will be anonymous.
The coordinator will evaluate the responses and provide a brief report, including suggestions for
improvement, to partners within 30 days after closing the survey.

Quality assessment of the growth and development of the Living-in.EU community will be performed
at the end of each project year as part of D3.2 Onboarding and community development process
report.

Quality assessment of the Living-in.EU platform will be performed by developing a platform
evaluation survey that will be uploaded on the platform and available for platform users to provide
feedback at any time. The survey will be visible on the platform home page and platform users will be
invited to respond to this survey at regular intervals.

In addition to Eurocities’ role as lead quality control manager, quality assurance of the specific
subtasks lies with the partners’ experts leading each subtask: they will supervise the quality of their
deliverables and will regularly report on this to the project coordinator.

Risk Management plan

Irrespective of the care we take in the planning process, unforeseen events may occur. All along the
project, risks and contingency measures will be assessed in a transparent manner, in direct
collaboration with the European Commission.

For the Living-in.EU project, a risk is defined as an eventthat may or may not occur in the future, which
could potentially have an adverse effect on the project progress and success. A risk has a severity of
impact (Low, Medium, High) and a probability of occurrence (likelihood — Low, Medium, High).

Risk events are those events that, if they occur, could result in problems in the development of the
expected results such as the capacity-building programme, growth of the community, delivery of
valuable services for the signatories and supporters, and dissemination of the results. Risk events
should be defined to a level such that the risk and causes are understandable and can be accurately.

The following risks were identified at proposal stage:

Risk Description Work  package | Risk-mitigation measures
No No
1 Unclear roles and All WPs Defined in Consortium Agreement (CA),
responsibilities between Grant Agreement, DoW and effective
partners. communication. Further discussed and
Likelihood: Low defined during project coordination and
Impact: Low WPLs meetings and in the current Project
Management Handbook
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Likelihood: Medium

2 Risks related to project All WPs Effective communication: participants will
partners’ operational inform the Coordinator and the
environment. Consortium; if needed, amendments to the
Likelihood: Low Description of Action will be requested;
Impact: High suspension from the project

3 Lack of interestin the Capacity WP1, and | The Go Li.EU partners will develop an
Building Programme (CBP) WP2 effective strategy for co-design and active
and lack of contribution to the involvement of their own members in
activities of Go Li.EU. activities, training, and mentoring

Likelihood: Low programmes.
Impact: High

4 Low uptake of technical WP2 Fora like the Tech Working group, the
specifications in procurement Supporters’ Meetings and the Stakeholder
documents. Forum will be used to facilitate discussion
Likelihood: Low of the importance of these technical
Impact: High specifications and offer support for

integrating the same into procurement
documents. The tech working group will
seek alignment and support from the legal
working group.

5 Low interest by other WP3 Before approaching new initiatives or
initiatives in cooperating with projects to be involved and contribute to
and supporting the Living- the goal of Living-in.EU initiative, the
in.EU movement. consortium will identify the possible
Likelihood: Low synergies and activities interesting for
Impact: High fostering collaboration to bring mutual

interest and avoid duplication of work
(unique value proposition).

6 Dissemination of the project WP4 ENoLL will ensure strong strategic
results is not sufficient to leadership in the communication and
create an impact. dissemination  activities through the
Likelihood: Low dedicated WP4. In addition, external
Impact: High partners who are members of the pre-

existing marketing-communication group
(Committee of the Regions press officer,
European Commission communication
officer, VNG) will be mobilised. The
consortium will use the substantial
communication and dissemination
experience of all partners and frequently
evaluate  the communication and
marketing plan.

7 Conflicting expectations with WP6 The consortium has the required expertise
regard to project objectives and experience to achieve the objectives.
within the consortium. The  partners have long-standing
Likelihood: Medium experience working  together, and
Impact: Medium alignment of expectations began during

the proposal phase. In case of conflicting
expectations, the description of work will
remain as a reference point.

8 Budget Deviations. WP6 Contingency actions will be set by the

coordinator in cooperation with the
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Impact: Medium European Commission Project Officer.
Possible solutions include transferring
budget from one budget heading to
another, transferring parts of tasks to other
WPs, and optimising the use of savings, if

any.

9 Lack of suitable streams for WP7 Increase the range of possible options for
sustainability. new and emerging funding methods, such
Likelihood: Medium as corporate philanthropy and
Impact: High crowdfunding.

Once identified and assessed, it is essential to trace risks both in their status (risk monitoring) and with
respectto necessary activities to mitigate them. In case of materialization of a risk, the risk mitigation
measures will be further elaborated into a detailed contingency plan with roles and responsibilities.
Each WP leader is responsible for monitoring the risks identified for their respective work package and
for notifying the Coordination and the other partners if a risk materialises.

The Coordinator is responsible for the overall monitoring of risks, while work package leads will update
the status of the risks related to their work package and add any comments on additional mitigation
measures. Risks and mitigation measures will be re-evaluated at every internal project reporting
period (every 9 months). The main tool to keep track of the different identified risks is the Risk
Management Table available as a living document on the Go Li.EU collaboration space
https://eurocities.sharepoint.com/:x:/r/sites/Extranet/Go_Lieu/Working%20documents/WP6%20Pr
oject%20management/D6.2%20Management%20Handbook/Go%20Li.eu_Risk%20Manage ment%20
table.xIsx?d=w22af47eff08e4f58a838b07303341d93&csf=1&web=1&e=m3VLBd.
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10 Personal data management plan

The main objective of the Governance of Living-in.EU (Go Li.EU) project is to ensure effective governance
and growth of the Living-in.EU community. To achieve this goal, large sets of personal data require to be
processed by the consortium. In line with Digital Europe Programme (DEP) objectives, the Living-in.EU
community aims for acohesive, digital Europe where everyone can enjoy the economic and social benefits
of a sustainable digital transformation. As part of the implementation of the DEP, Go Li.EU will be able to
accelerate this ongoing movement where cities and communities can develop, use, and share trustworthy
standards and digital solutions that help their citizens and businesses prosper, with respect for individuals’
digital rights.

Therefore, as a consortium governing a movement inspired by “a citizen-centric approach”, “ethical and
socially responsible access, use, sharing and management of data” (inter alia),! it is of high importance to
“lead by example”, and implement a personal data protection management plan is to ensure compliance
with the rights to privacy and data protection.

In accordance with Clause 15.2 on “Data processing by the beneficiaries" of the Grant Agreement,
consortium partners have identified and taken the necessary actions to ensure that the processing of
personal data throughout the projectis in line with the principles enshrinedin Article 5 of Regulation (EU)
2016/679 on the protection of natural persons with regard to the processing of personal data and on the
free movement of such data — General Data Protection Regulation (hereinafter GDPR).2

In this regard, the consortium has mapped different actions, intended to serve as practical guidance for
partners in their day-to-day work. A workshop on privacy awareness and understanding these guidelines
is envisaged as part of the activities.

10.1 Controllers of personal data
Who is a controller of personal data?

The GDPR defines ‘controller’ as the “natural or legal person, public authority, agency orother body which,
alone or jointly with others, determines the purposes and means of the processing of personal data”.
Accordingto the European Data Protection Board (EDPB), ‘joint controllers’ are two or more entities who
jointly participate in the determination of the purposes and means of a processing operation. This means
that “the processing would not be possible without both parties’ participation in the sense that the
processing by each party is inseparable”.

In this regard, due to the nature of this project, where the purposes in respect to the processing of
personal data are jointly determined, consortium partners concluded a Joint Data Controllership
Agreement (hereinafter JCA) to identify and determine their respective responsibilities to ensure respect
for data subjects’ rights. The signed JCA is available for consortium partners on the shared drive
https://eurocities.sharepoint.com/:w:/r/sites/Extranet/Go_Lieu/Working%20documents/WP6%20Proje
ct%20management/Privacy%20and%20Data%20Protection/02.03.23 JCA_signed_Eurocities%20 -
%20Copy.docx?d=wa9eee8eb7e214fa7a9f64396bfa9f2d58&csf=1&web=1&e=zEw9ew.

The Joint Controllership Agreement

! Living-in.EU Declaration <https://living-in.eu/declaration>
2 Regulation (EU) 2016/679 on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data — General Data Protection Regulation <https://eur-lex.europa.eu/eli/reg/2016/679/0i>
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The JCA is divided into ten clauses, where the joint controllers mainly state their due diligence in
processing personal data, agree on a process on how to ensure individuals’ rights, set conditions for
international data transfers and the entrusting of processors, and commit to their collaboration in
implementing the agreement.

The agreement includes three Annexes.

e Annex | contains an overview of the record of data processing activities explained in the next
sub-section. This overview includesthe responsible(s) controller(s) for data processing per each
processing operation.

e Annexllpresents asummary of the essential elements of the processing operations, in particular,
the categories of data subjects, categories of personal data, purpose(s) and means of processing,
as well as the actors involved in the processing and the responsible partners for data collection.
This Annex will be further explained in the next sub-section.

e Annexlll, contains the list of processorsand sub-processors entrusted by the consortium for the
processing of personal data throughout the project. This will be further developed in sub-section
10.4.

Who is who?

Eurocities ASBL as project coordinator, is appointed as main controller of the processing operations
conducted as part of Go Li.EU. This means that Eurocities will coordinate and ensure compliance of the
joint controllers with the obligations set out in the JCA and define some guidelines in this handbook to
follow a coordinated approach in the processing of personal data within Go Li.EU. This is without
detriment to the shared level of responsibility among the joint controllersto comply with the obligation s
and requirements set out in the GDPR.

For operational matters, the table below presents the contact details* of:

— The person responsible within Go Li.EU, for decision-making, validation and overseeing of the
activities conducted because of the rights and obligations set out in the JCA (e.g., communicating
about the engagement of a new processor).

— The contact point per responsible organisation, for day-to-day work activities and the practical
implementation of the JCA (e.g., replying to data subject requests).

— The contact of the Data Protection Officer, if applicable, of the partner organisation

. . Contact details of the
Contact details of the person responsible

contact point per

within Go Li.EU
responsible organisation
privacy@eurocities.
. eu
Eurocitie Gabriela Ruseva (Maurice Bock,
s Gabriela Ruseva gabriela.ruseva@eurocitie | Eurocities Data
gabriela.ruseva@eurocities.eu s.eu Officer)
Danae Pantelide
ENoLL Giulia Campodonico danae.pantelide@enoll.or | —
giulia.campodonico@enoll.org g
ERRIN Rodolphe Doité Rodolphe Doité -
rodolphe.doite@errin.eu rodolphe.doite@errin.eu
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Karl-Filip Coenegrachts

Sophie Meszaros

OASC -
karl-filip@oascities.org sophie @ oascities.org
Daniela Godinho
X . Hamza Bennis Lourenco
Durmish Guri . . .
CEMR . . hamza.bennis@ccre- daniela.godinholour
durmish.guri@ccre-cemr.org
cemr.org enco@ccre-
cemr.org

*These contact details might change during the project. If so, partners must communicate this to
Eurocities in order to update Annex | of the JCA, the Record of data processing activities (a summary is
includedin the JCA, the full document is available as an excelfile for regular update), and the table in this
document.

The obligations of the partners are defined in Clause 3 of the JCA which mainly entail the following:

—  Process personal data in accordance with the GDPR and the conditions set out in the JCA;

— Keep an updated record of data processing activities;

— Restrict access to personal data only to persons who need access to personal data for the
purposes of the project;

— Assist the other joint controllers in meeting their obligations to respond to data subjects'
requests and ensure respect for their rights.

The responsibilities and practical collaboration of the joint controllersregarding the points above will be
described in the following relevant sub-sections.

10.2 Record of data processing activities

A record of data processing activities (hereinafter ROPA) is a written document which contains a list of
the processing activities carried out by a controller of personal data. Accordingto Article 30 of the GDPR,
controllers of personal data must keep a ROPA.

Consortium partnersagreed in Clause 4 of the JCA to keep a shared ROPA for Go Li.EU’s project, especially
to comply with their information and transparency obligations towards data subjects and identify the
responsible(s) controller(s) per operation.

This exercise allows partnersto map the different purposes, categories of personal data, retention period,
categories of recipients, processors, security measures, and international data transfers, to inform data
subjects about the processing of their personal data through the corresponding Privacy Statements.

Go Li.EU’s ROPA can be accessed on the project collaboration space
https://eurocities.sharepoint.com/:x:/r/sites/Extranet/Go_Lieu/Working%20documents/WP6%20Projec
t%20management/Privacy%20and%20Data%20Protection/00.Go%20Li.EU_Record-processing-
activities.xls?d=w26b6bfc6ff5c4ffe8b68fdf72b6b306f&csf=1&web=18&e=vqfl5B.

The ROPA in practice

Currently, eight different data processing operations have been identified and mapped in Go Li.EU’s
ROPA. This record is a dynamic document, which is subject to change, based on potential modifications
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or additions to the current data processing operations. It is meant to be a working document for the
contact points per organisation.

The current list of processing operations and the responsible partners (as in their influence in defining
the purposes) is the following:

Governance of Living-in.EU Project Management — Eurocities

Navigating through Living-in.EU website — Eurocities, ENoLL, ERRIN

Registration in Living-in.EU platform — Eurocities, ENoLL, ERRIN, OASC, CEMR

Membership to Living-in.EU Working Groups — Eurocities, ENoLL, ERRIN, OASC, CEMR

Organisation of events and meetings by the Governance of Living-in.EU movement — Eurocities,

ENoLL, ERRIN, OASC, CEMR

Newsletter — Eurocities, ENoLL

7. Collection of cities’ and communities' digital stories or solutions to add to the Living-in.EU
portfolio — Eurocities, ENoLL

8. Surveys and other targeted consultation activities — Eurocities, ENoLL, ERRIN, OASC, CEMR
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This record serves as the foundation to inform data subjects about the processing of their personal data
through the drafting of the corresponding Privacy Statement(s).

Essential elements of Go Li.EU’s processing operations

As mentioned in the previous sub-section, Annex Il of the JCA includes a table with the essential elements
of the processing operations. In practical terms, this is a representation of all different types of personal
datasets collected throughout the project. These are elements that can be found in each of the processing
operations listed above.

The purpose of this overview is to provide with a practical perspective of the core elements intervening
in all Go Li.EU processing operations and indicating the responsible partner for collection and processing
of the data in their daily activities.

In this regard, the following elements are listed in Annex Il of the JCA: categories of data subjects;
categories of personal data; purpose(s) of processing; means of processing; who is responsible for data
collection and processing; recipients; categories of processors.

Hereby the currentlist of categories of data subjects and the responsible partners for their personal data
collection and processing:

Members of the Steering Board — Eurocities

Employees of the consortium agreement partners — Eurocities, ENoLL, ERRIN, CEMR, OASC
Guests/speakers at events — Eurocities, ENoLL, ERRIN, CEMR, OASC

Event participants — Eurocities, ENoLL, ERRIN, CEMR, OASC.

Signatories (Mayors or deputy mayors, political representatives) — Eurocities

Signatories’ representatives — Eurocities

Supporters’ representatives — OASC

Members of the Living-in.EU community — Eurocities

Working Group Members — Eurocities (Legal and Financial), ENoLL (Education & Capacity
Building), ERRIN (Monitoring & Measuring), OASC (Technical).

10. Newsletter subscribers — Eurocities, ENoLL

LN E WNE

What if anything changes in the way a consortium partner processes personal data?
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If the responsible controller(s) for a data processing operation update or change any aspects of the way
and/or purpose(s) for which they process personal data, these should be reflected in the ROPA to be able
to update the related Privacy Statements afterwards.

If this has an impact on the purposes provided in the overview of Annex | of the JCA, this document should
be updated without the need for a new signature formal procedure, as long as the relevant contact points
are aware of the changes to implement them in their daily activities. However, significant changes in any
of the processing operations should be communicated through email to the joint controllers (e.g., new
processor, international data transfers).

10.3 Data subjects’ rights
What are data subjects’ rights?

Accordingto Articles 12 to 22 of the GDPR, data subjects have the following rights to exercise control over
the processing of their personal information by controllers of personal data. In this regard, data subjects
have the right:

- To be informed about the processing of their personal data in a transparent manner and about

how they can exercise their rights. This information must be concise, transparent, intelligible and
easily accessible.
In practice, this right is fulfilled through the drafting of a Privacy Statement that is made available
to data subjects. It is of high importance that this Statement is made available before the start
of a processing activity so that data subjects can take an informed decision about the provision
of their personal data to a potential controller. Example: before registering for an event, data
subjects should have been able to read the Privacy Statement.

- To access their own data and obtain certain information about the processing. In other words,
understanding if the controller is processing personal data related to him or her and about how
it is being processed.

- To have their data rectified by the controller processing their data, if the data are inaccurate.

- To have the controller erase their data at any moment.

- To have the right to temporarily restrict processing under certain situations definedin Article 18
of the GDPR.

- To have their data ported to another controller under certain conditions enshrined in Article 20
of the GDPR.

- To objectto the processing of their personal data on grounds relating to their particular situation,
and on the use of their data for direct marketing purposes.

- To not be subject to decisions based solely on automated processing, including profiling, that
have legal effects or that significantly affect him or her.

- To withdraw their consent at any moment (Article 7 (3) of the GDPR).

GolLi.EU’s Privacy Statements
To ensure respect for data subjects’ information rights (Articles 12—14 of the GDPR), consortium partners
are working on developing different Privacy Statements for each of the data processing operations listed

in the ROPA to inform individuals about how their personal is being processed.

In this regard, the following templates are currently available for partners’ to use:
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1. Master Privacy Statement for Living-in.EU website, which contains information on the different
purposes for processing personal data through Living-in.EU website and platform. This includes
information on the following processing operations:

- Navigating through Living-in.EU website

- Registration in Living-in.EU platform

- Membership to Living-in.EU Working Groups

- Organisation of events and meetings by the Governance of Living-in.EU movement. *This
includes a generic statement referring data subjects to the concrete Privacy Statement for
the dedicated event.

- Newsletter

- Collection of cities’ and communities' digital stories or solutions to fulfil Living-in.EU
portfolio

Where can | find it?

In this folder
https://eurocities.sharepoint.com/:f:/r/sites/Extranet/Go_Lieu/Working%20documents/WP6%20Projec
t%20management/Privacy%20and%20Data%20Protection?csf=1&web=1&e=kd7FI6 of Go Li.EU’s
Collaboration space.

Where is it made available to data subjects? On the Living-in.EU’s Privacy Statement webpage

2. Privacy Statement for Working Group events. Meetings and events might be differentin terms
of participants, venue or location, and purposes of processing. Therefore, the concrete
characteristics of each event or meeting will be covered by the specific privacy statement created
for each relevant meeting or event. However, in order to facilitate the day-to-day operations of
the partners, five templates have been created for each of the working groups’ events, since
these are recurring ones.

- Education and Capacity Building events

- Financial Working Group events

- Legal Working Group events

- Monitoring & Measuring Working Group events
- Technical Working Group events

*Please note that these are templates and that depending on the concrete session, the Privacy Statement
might need to be adapted. The main aspects subject to potential changes are highlighted in yellow in each
template, mainly the purposes of recording, publishing the recording of the session, concrete processors.

**Please note that the purpose of recording the session and potential publication on YouTube is based
on legitimate interests of the controller (Article 6(f) of the GDPR). This means that data subjects will have
the right to object to the processing by communicating this to the controller at any time (Article 21(1) of
the GDPR). This would be a data subject request (see Handling of data subject requests below).

Where can | find it?

In this folder
https://eurocities.sharepoint.com/:f:/r/sites/Extranet/Go_Lieu/Working%20documents/WP6%20Projec
t%20management/Privacy%20and%20Data%20Protection?csf=1&web=1&e=kd7FI6 of Go Li.EU’s
Collaboration space.

Where is it made available to data subjects? In the respective events page created for the dedicated
event as a call-to-action (CTA) button next to the “Register here” CTA, and in the registration form of the
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events provider platform (if possible). The Privacy Statement should be uploaded in PDF as “Media” to
the backend of the platform to have it online and obtain the hyperlink to it. It is the responsibility of each
event organiser to include the Privacy Statement for the event.

What should I include in the event registration form?

— The hyperlink to the dedicated Privacy Statement for this session: “For information on the
processing of your personal data, please read our Privacy Statement [include hyperlink]”

— Include this required consent checkbox statement:
“I consent to the processing of my personal data to participate in the XXX Working Group Session
and stay informed about any news related to it prior and after the session (e.g., agenda changes
or receive the webinar link)”.

— Include this text in the description text of the event if the session is recorded and/or published
on YouTube afterwards:
“Please note that the session will be recorded and published on YouTube for documenting and
pedagogical reasons. The video will only be shared with attendees after the event. Anyone with
the link will be able to see the video. However, the video will not appear on Living-in.EU channel
page unless someone adds it to a public playlist”.

— Add this required consent checkbox statement if you plan to send a personalised email to some
attendees to join Living-in.EU:
“I consent to receive a personalised email after the session to inform me about and invite me to
become part of the Living-in.EU community”.

What should | do on the day of the event? If you plan to record the session:

— Inform participants about the fact that the session will be recorded and (if applicable) published
on YouTube afterwards that they can switch off their camera to object to the processing of their
personal data.

— Inform participants about this through the chat:

“Dear attendees,

Please note that the session will be recorded and published on YouTube for documenting and
pedagogical reasons. The video will only be shared with attendees after the event. Anyone with
the link will be able to see the video. However, the video will not appear on Living-in.EU channel
page unless someone adds it to a public playlist.

You can always object to the processing of your personal data for this purpose by switching off
your camera, changing your profile name with a pseudonym or communicating it to us. For more
information, see our Privacy Statement: [include hyperlink]”.

The instructions above are also included in the checklist for events to follow best data protection practices
when setting up your event. The Checklist is available on the collaboration space
https://eurocities.sharepoint.com/:w:/r/sites/Extranet/Go_Lieu/ layouts/15/Doc.aspx?sourcedoc=%7B
A68543FA-468A-4055-A525-9F4D23003E39%7D&file=Events%20organisation%20-
%20Checklist%20Lastupdate%2021.05.docx&action=default&mobileredirect=true.

3. Privacy Statement for the collection of cities and communities' digital stories or solutions to
fulfil Living-in.EU portfolio.
Where can | find it?
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On the Go Li.EU collaboration space https://eurocities.sharepoint.com/sites/Extranet/Go_Lieu/Working
documents/Forms/Alllitems.aspx?id=%2Fsites%2 FEx tranet%2F Go%5FLieu%2FWorking%20documents%2
FWP6%20Project%20management%2FPrivacy%20and%20Data%20Protection&viewid=30c22330%2Ddc
e5%2D4c42%2D9663%2Dcacab686cee.

Where is it made available todata subjects? Referencedinthe Master Privacy Statement of Living-in.EU
website, and in the submission form.

4. Privacy Statement Template. For any other, data processing activity (e.g., surveys, other types
of events), a template with included guidance has been prepared.

Where can | find it?

In this folder
https://eurocities.sharepoint.com/:f:/r/sites/Extranet/Go_Lieu/Working%20documents/WP6%20Projec
t%20management/Privacy%20and%20Data%20Protection?csf=18&web=1&e=kd7FI6 of Go Li.EU’s
Collaboration space.

Handling of data subject requests
Data subjects have the rights to be informed, to access, to rectification, to erasure, to object, to restriction
of processing, to data portability and to withdraw consent at any moment.

Data subjects are provided with the privacy@eurocities.eu email address to exercise their rights and

address their requests. Eurocities will process those requests and require the necessary information
and/or action for/from the responsible(s) partner(s) to fulfil the request.

However, data subjects might still contact any of the joint controllers through other means regarding the
processing of their personal data. In such cases, the contacted controller will contact Go Li.EU’s
coordinator as soon as possible and will be supported by Eurocities to ensure a coordinated approach by
providing templates and guidance to the contacted partner.

As per Article 12(3) of the GDPR, the timeframe to “provide information on action taken” is “without
undue delay and in any event within one month of receipt of the request”.

Example: a member of a working group asks to have all their personal data deleted. This will require the
deletion of their data from differentlocations and hence the need to involve all controllers (e.g., platform,
Share Point, newsletter mailing list).

10.4 Processors of personal data

What is a processor and a Data Processing Agreement?

A processor of personal data “means a natural or legal person, public authority, agency or another body
which processes personal data on behalf of the controller” (Article 4(8) of the GDPR).

In line with Article 28(3) of the GDPR, the processing by a processor shall be governed by a contract or
other legal act binding on the processor, which in practice is usually known as Data Processing Agreement.
This document sets out the rights and obligations of both parties, including inter alia handling of personal
data breaches or international data transfers. This type of agreements usually comes in the form of
standard contractual clauses which are adhered to by the controller of personal data.

Go Li.EU’s list of (sub)processors
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Annex lll of the JCA includes the list of entrusted processors and sub-processors used by each of the
partners as controllers of personal data. For each processor, Annex lll provides with the address and
contact details, the controller(s) with whom the DPA is signed, and a link to the DPA itself. This information
is necessary to understand how each provider processes personal data to inform data subjects through
the corresponding Privacy Statement (see previous sub-section)

The joint controllersrely on the following categories of processors to fulfil their purposes for processing
personal data: cloud service providers, platform hosting provider, event streaming provider, event
software management tool, website analytics provider, email marketing provider.

At the end of the Annex, a list of third-party tools used by each partner is included.

What if | want to engage with a new processor?

1. Partners will make sure that the selection of the new processor is in line with the JCA, especially
Clause 5 “Transfers of personal data to third countries” and Clause 6 “Entrusting Processors with
Processing of Personal Data”.

2. The partner engaging a new processor will inform the responsible and contact person per
organisation through email and will update Annex Il of the JCA and the corresponding processing
operation of the ROPA.

3. The coordinator, Eurocities, is available to supportin the assessment and selection process.

10.6 Personal data breaches

The GDPR defines a personal data breach as “a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or
otherwise processed", Article 4(12). In other words, a data breach occurs when personal data for which
an organisation is responsible suffers a security incident resulting in a breach of confidentiality,
availability, or integrity.

It is important to highlight that Clause 3 of the JCA establishes the obligation for the Joint Controllers to
provide each other with the necessary assistance in the notification of a data breach to be able to fulfil
the requirements of Articles 33 and 34 of the GDPR. Each partner adopts appropriate technical, security,
and organisational measures to prevent a breach to happen, and in the event of a breach, follows their
own personal data breach contingency plans.
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IPR management plan

11.1 IPR Objectives and Scope

11.1.1 Definitions

As per Section 1 Definitions of the Consortium Agreement(CA), Intellectual Property Rights or IPR(s) are
defined as: patents, patent applications and other statutory rights in inventions; copyrights (including
without limitation copyrights in Software); registered design rights, applications for registered design
rights, unregistered design rights and other statutory rights in designs; and other similar or equivalent
forms of statutory protection, wherever in the world arising or available.

Background means any data, information, or know-how (tangible or intangible) whatever its form or
nature, including any IPRs that is/are:
- owned by a Party or that a Party has aright to license, prior to the Effective Date; or
- developed or acquired by a Party independently from the work in the Project even if in
parallel with the performance of the Project,
- but solely to the extent that such data, information, know-how and/or IPRs are used in or
introduced into the Project by the Party who owns or has the right to license it.

11.1.2 Objectives

The main goals of the IPR management plan are to protect innovations and intellectual property
generated within the project, or pre-existing and identified as Background prior to the project, ensuring
proper use of IP, and facilitating the exploitation of results.

11.1.3 Scope
For the purposes of the Go Li.EU project, the types of intellectual property concerned are:
- Copyright:
o Content and Documentation: This includes manuals, guides, reports, educational
materials, and other written content created for the platform.
o Multimedia: Any videos, graphics, photographs, or audio recordings produced as part
of the project.
- Trademarks:
o Branding Elements: The name of the platform, logos, slogans, and other branding
materials can be protected under trademark law.
- Domain Names:
o Web Address: The domain name for the platform’s website can also be considered a
form of intellectual property and should be secured to prevent misuse.
- Designs and Graphics:
o Logos, branding materials, interface designs, and any other graphic design elements.

11.2 IPR Management Roles and Responsibilities

The Project Coordinator is responsible for overall IP management. The consortium members agree that
any intellectual property, including copyrights created during the implementation of the projectas a result
of the joint work of the partners on implementing the action, will be owned by the whole consortium.
This will not impact the individual IP ownership of any consortium partner of any Background IP, or any
IP created during the project by that partner. Partners agree to jointly make decisions regarding the use,
licensing and enforcement of the jointly owned IPR, and ensure that the jointly owned IP is clearly
attributed to the consritum.

Partners are responsible for notifying the Coordinator of any Background IP and the specific conditions
for its use.
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11.3 Identification of Background and Foreground IP

Background IP: Identify any pre-existing IP brought into the project by partners.

It is agreed between the Parties that, the following Background IPis introduced by ENoLL — European Network of
Living Labs ivzw, at the time of signing the Go Li.EU Consortium Agreement

Describe Background included

Specific limitations and/or conditions | Specific limitations and/or

for implementation (Article 25.2 of | conditions for Exploitation (Article
the Grant Agreement) (if any)

25.3 of the Grant Agreement) (if
any)

ENoLL Living Lab Mapping Canvas | Royalty-free basis;

©ENoLL 2022

ENoLL co-creation games of sensitive information”)

ENoLL Knowledge Hub

Under confidentiality = obligation

Acknowledgment of attribution

Under Fair and Reasonable

conditions;

(section 10 of the CA “Non-disclosure | Under confidentiality obligation

(section 10 of the CA “Non-
disclosure of sensitive

information”)

Upon formalised separate written

agreement.

Foreground IP: Define and document any new IP generated during the project.

Type of IP

Description

Go Li.EU result

Copyright

Content and Documentation: This
includes manuals, guides, reports,
educational materials, and other written
content created for the platform.
Multimedia: Any videos, graphics,
photographs, or audio recordings
produced as part of the project.

Own capacity-building materials

Ambassador videos

Trademarks

Branding Elements: The name of the
platform, logos, slogans, and other
branding materials can be protected
under trademark law.

Living-in.EU logo

Domain Names:

Web Address: The domain name for the
platform’s website can also be
considered a form of intellectual
property and should be secured to
prevent misuse.

Living-in.EU domain name

Designs and Graphics:

Logos, branding materials, interface
designs, and any other graphic design
elements.

Living-in.EU branding elements
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11.4 Dissemination and exploitation of Results

Dissemination of Results

During the Project and for the period of time as stated in Section 10.2 of the Go Li.EU Consortium
Agreement, the Dissemination of Results by one or several Parties including but not restricted to
publications of whatever form (excluding patent applications(s) and other registrations of IPRs), shall be
governed by the procedure of Article 17 “Communication, Dissemination and Visibility” with reference
to Annex 5 of the Grant Agreement subject to the following provisions:

- Prior written notice of the final version of any planned publication shall be given to the other
Parties at least forty-five (45) days before the planned publication submission date. Any
objection to the planned publication shall be made in writing to all Parties within thirty (30) days
after receiptof the written notice. If no objection is made within the time limit stated above, the
publication is permitted.

- An objection to a planned publication by a Party is justified if any of the following applies:

o the protection of the objecting Party's Results or Background is adversely affected;

o the proposed publication includes Sensitive Information of the objecting Party;

o the objecting Party's Legitimate Interests would be significantly harmed.
Any and all objection(s) shall include, to the extent possible, a precise request for necessary
modifications.

- If an objection has been raised on one or more of the above-mentioned grounds, the objecting
Party and the publishing Party shall discuss how to overcome the justified grounds for the
objection on a timely basis (for example by amendment to the planned publication and/or by
protecting Sensitive Information before publication) and the objecting Party shall not
unreasonably continue the opposition if appropriate measures are taken following the
discussion. The publication must be suspended as long as the objection remains and the
concerned Parties have not found a solution.

11.5 Dissemination of another Party’s unpublished Results or Background
In case a Party wishes to include in a Dissemination activity another Party's Results (which are not
publicly available), Background and/or Sensitive Information, it needsto first obtain that Party's prior
written approval.
The mere absence of an objection according to Section 8.4.1 of this CA is not considered as approval.

11.6 IPR Reporting and Monitoring

The concerned partners will provide regular updates on IP status, including new filings, registrations,
and agreements, via a monitoring tool provided by the coordinator.
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12 Financial management and reporting

In addition to the reporting requirements specified by the Funding Authority in Article 21 of the Grant
Agreement, an internal reporting mechanism will be set up. All Parties shall provide to the Coordinator
the following financial reports:

Internal reporting 1 M1 M9 9 months
EC Reporting Period 1 M1 M18 18 months
Internal reporting 2 M19 M27 9 months
EC Reporting Period 2 M19 M36 18 months
Internal reporting 3 M37 M45 9 months
EC Reporting Period 3 M37 M48 12 months

The financial reports shall be drawn up in accordance with the financial reporting template and
instructions provided by Eurocities. The Coordinator reservesthe rightto make additional requestsfor
documents supporting the expenses claimed under the project.

In accordance with Article 21.2 of the Grant Agreement, the Parties shall declare all eligible costs even
if they exceed the amounts indicated in the estimated budget of the action (see Annex 2 of the Grant
Agreement).

The main provisions on finances are:
e The maximum amount of the EU contribution is 1 999 988.36 EUR.
e The maximum % of the total eligible costs is set at 100% of the project’s eligible costs.
e The grant must not produce profit (non-profit rule).
e Costs are eligible only if they have been incurred between 01 October 2022 and 30
September 2026, with the exception of costs relating to the submission of the final periodic
report, which may be incurred afterwards.

The general cost-eligibility conditions are detailed in Article 6.1 of the Grant Agreement, and are the
following:

e they must be actually incurred by the beneficiary;

e they must be incurredin the period set out in Article 4 (with the exception of costs relating
to the submission of the final periodic report, which may be incurred afterwards; see Article
21);

e they must be declared under one of the budget categories set outin Article 6.2 and Annex
2;

e they must be incurredin connection with the action as describedin Annex 1 and necessary
for its implementation;

e they must beidentifiable and verifiable, in particular recorded in the beneficiary’saccounts
in accordance with the accounting standards applicable in the country where the beneficiary
is established and with the beneficiary’s usual cost accounting practices;

e they must comply with the applicable national law on taxes, labour and social security; and

e they must be reasonable, justified and must comply with the principle of sound financial
management, in particular regarding economy and efficiency.

Cost categories: Please review Grant Agreement article 6.2 Specific eligibility conditions for each
budget category
e Category A. Staff costs
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e Category B. Travel and subsistence costs (Daily Subsistence Allowance — DSA)
e (Category C. Direct costs of subcontracting

e Category D. Category not applicable in this grant

e Category E. Other direct costs

e Category F.Indirect costs
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13 Milestones list

WP Milestone Deadline Responsible
organisation
1 MS1 Needs assessment of the Capacity building 31 Jan 2023 ENoLL
programme
2 MS1 Survey: standardisation landscape 30 Sep 2023 OASC
2 MS2 Release of minimal technical specifications 30 Sep 2024 OASC
3 MS1 Established Partnerships 30 Sep 2023 Eurocities
30 Sep 2024
30 Sep 2025
30 Sep 2026
4 MS1 living-in.eu platform improvement — first 31 Dec 2022 ENoLL/
release Eurocities
4 MS2 Campaign Living-in.EU kick-off 31 Mar 2023 ENoLL/
Eurocities
4 MS3 living-in.eu platform improvement — second 30Jun 2023 ENoLL/
release Eurocities
4 MS4 living-in.eu platform functionality assessed 30 Sep 2024 ENoLL/
and needs for future improvements identified Eurocities
5 MS1 Launch of the interactive dashboard 30 Sep 2023
14 Deliverables list
WP | Deliverable Diss. Deadline Responsible
level organisation
1 D1.1 Strategy for the development, deployment, and | CO 31 May 2023 | ENoLL
uptake of cross-domain interoperable digital solutions
1 D1.2 Capacity building programme report PU 30 Sep 2026 ENoLL
2 D2.1 Technical specifications mapping (gaps between | PU 31 Mar 2024 | OASC
supply and demand side requirements)
2 D2.2 Minimal technical specifications and | PU 30 Sep 2024 OASC
standardisation requirements
2 D2.3a Vision and action plan PU 30 Sep 2025 OASC
2 D2.3b Vision and action plan PU 30 Sep 2026 OASC
3 D3.1 Community Management Plan PU 31 Mar 2023 Eurocities
3 D3.2a Working group annual work plans for 2023 (x5 | PU 31 Dec 2022 Eurocities
plans / year)
3 D3.2b Working group annual work plans for 2024 (x5 | PU 31 Dec 2023 Eurocities
plans / year)
3 D3.2c Working group annual work plans for 2025 (x5 | PU 31 Dec 2024 Eurocities
plans / year)
3 D3.2d Working group annual work plans for 2026 (x5 | PU 31 Dec 2025 Eurocities
plans / year)
3 D3.3a Onboarding and community development process | CO 30 Sep 2023 Eurocities
report
3 D3.3b Onboarding and community developmentprocess | CO 30 Sep 2024 Eurocities
report
3 D3.3c Onboarding and community development process | CO 30 Sep 2025 Eurocities
report
3 D3.3d Onboarding and community developmentprocess | CO 30 Sep 2026 Eurocities
report
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4 D4.1 Branding, Marketing & Communication strategy CO 31 Mar 2023 ENoLL

4 D4.2 Marketing, Communication and Event Evaluation | CO 30 Sep 2026 ENoLL
Report

4 D4.3 Evaluation of the functionalities, use and impact of | CO 30 Sep 2026 ENoLL
the platform including the analytics

4 D4.4 Go Li.EU project website PU 31 Mar 2023 | Eurocities

and ENoLL

5 D5.1 KPI definition report Cco 28 Feb 2023 ERRIN

5 D5.2a Report on monitoring framework and the | CO 30 Sep 2023 ERRIN
implementation of the interactive dashboard

5 D5.2b Report on monitoring framework and the | CO 30 Sep 2025 ERRIN
implementation of the interactive dashboard

5 D5.3a Monitoring and impact report CO 31 Mar 2024 ERRIN

5 D5.3b Monitoring and impact report CcO 30 Sep 2025 ERRIN

e D6.1a Progress report PU 30 Apr 2024 Eurocities

© D6.1b Progress report PU 30 October e

2025
5 D6.1c Progress report PU 30 October SRS
2026

£ D6.2a Management handbook (including quality | PU 31 Dec 2022 BTOEES
assurance, risk and data management plans)

g D6.2b Management handbook (including quality | PU 31 Mar 2023 EUIECEES
assurance, risk and data management plans)

7| b7.1a Sustainability Plan co 30 sep 2025 | curocities

U D7.1b Sustainability Plan co 31Jul 2026 | Eurocities

U D7.2 Handover procedure handbook CcO 30 Sep 2026 ATEES
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Annex | List of templates

LN EWNE

Annual working group work plan template

Guidelines for selecting chairs and co-chairs of the working groups
Template for applying for chair of a working group

Template for internal quality evaluation of deliverables

Survey on the overall quality of project management

Platform evaluation survey

Risk table

Financial reporting template

Data privacy templates
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Annex Il Joint Data Controllership agreement

Joint Controllership Agreement of consortium
partners Go Li.EU project

Updated May 2024
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Joint Controllership Agreement

THIS JOINT CONTROLLERSHIP AGREEMENT is made on 20/03/2023, hereinafter
referred to as the ‘Effective Date’

It is it amended on 31/05/2024.

BETWEEN:

1.

EUROCITIES, (headquarters located at Square de Meeus 1, 1000 Brussels, Belgium,
enterprise number 447.820.987), the Coordinator of the consortium, and

ENoLL, (headquarters located at Avenue des Arts 6, 1210 Brussels, Belgium, enterprise
number 824.793.473)

ERRIN, (headquarters located at Rue du Luxembourg 3, 1000 Brussels, Belgium,
enterprise number 885.520.027)

OASC, (headquarters located at Rue du Luxembourg 19-21, 1000 Brussels, Belgium,
enterprise number 686.623.804)

CEMR, (headquarters located at Square de Meeus 1, 1000 Brussels, Belgium, enterprise
number 544.372.611)

hereinafter, jointly or individually, referred to as “Joint Controllers” or “Parties” relating
to the project entitled:

Governance of the Living-in.EU Community, in short: Go Li.EU, hereinafter referred
to as ‘Programme’.

Whereas:

A. pursuant to the Consortium Agreement of 01/10/2022, (hereinafter referred to as

the “Consortium Agreement”) and the Grant Agreement of 24/11/2022 no.
101083615 signed between the European Commission and the Go Li.EU
consortium, the Joint Controllers have entered into cooperation, the subject of
which is to support the governance of the Living-in.EU community by
coordinating the broad range of activities and stakeholders with various expertise
(legal, financial, technical, education and capacity building, impact measuring)
and by addressing all the responsibilities and activities that are mentioned in the
call DIGITAL-2021-DEPLOY-01-LIVING-EU (hereinafter referred to as the
“Cooperation”);

the Cooperation requires that the Joint Controllers process personal data, whilst
they jointly determine the purposes and means of processing of personal data;

the processing of personal databy the Joint Controllers requires that a transparent
manner of determining their respective responsibilities be established as regards
their compliance with the obligations under the Regulation (EU) 2016/679 of the
European Parliament and of the Council of 27 April 2016 on the protection of
natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (hereinafter referred
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to as “General Data Protection Regulation" or “the GDPR®) and other generally
applicable laws as well as relations between the Joint Controllers and the data
subjects;

D. on concluding this Agreement, the Parties, seek to regulate the terms of
processing of personal data in such a way that they meet the provisions of the
GDPR, and

E. with regard to the data they process, the Joint Controllers act as controllers for
the purposes of Article 24 et seq. of the GDPR referred to in D,

the Parties decided to enter into the following Agreement:

Clause 1. Definitions

For the purposes of this Agreement, the Parties agree that the following terms shall have
the following meaning:

1.

“Controller/Joint Controller” means any natural or legal person, public authority,
agency or other bodywhich, alone or jointly with others, determines the purposes and
means of the processing of personal data;

“Personal Data” means any information relating to an identified or identifiable
natural person (hereinafter referred to as “data subject™);

“Third Country” means any country that is not a member of the European Union or
the European Economic Area, or an international organisation;

“Processor” means any natural or legal person, public authority, agency or other
body which processes Personal Data on behalf of the Controller;

“Data Protection Law” means the GDPR as well as other provisions of EU Member
State’s national law applicable to a relevant Party, passed in relation to personal data
protection, including in particular the provisions of the given Controller’s national
law;

“Processing” means any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by automated means, such as
collection, recording, organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction;

“General Data Protection Regulation”, “GDPR” means Regulation (EU) 2016/679
of the European Parliament and of the Council of 27 April 2016 on the protection of

3 https://eur-lex.europa.eu/eli/reg/2016/679/0j
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9.

natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC; wherever this Agreement
refers tospecific Articles of GDPR, it shall also apply to the corresponding provisions
in national legislation guaranteeing a similar level of safety;

“Information System” means a group of cooperating devices, programs, information
processing procedures and program tools used for the purpose of data processing;

“Cooperation” means the cooperation between Controllers defined in Recital A;

10. “Agreement” means this Agreement on Joint Control of Personal Data;

11. “Consortium Agreement” means the agreement referred to in Recital A

Clause 2. Subject-matter of the agreement
1. This Agreement regulates mutual relations between the Parties as regards the joint

controllership of Personal Data, and in particular it determines in a transparent
manner the Joint Controllers’ responsibilities for compliance with the obligations
under the GDPR; it also defines the representation of the Joint Controllers in contacts
with the data subjects and their relations with those data subjects.

For the purpose of proper implementation of this Agreement, the Joint Controllers
shall:

1) cooperate on performing the obligations of the Joint Controllers of Personal
Data;

2) process the Personal Data with which they have been entrusted with regard to
the Cooperation pursuant to this Agreement, GDPR, Consortium Agreement and
other generally applicable laws and

3) refrain from any legal or factual actions which might in any way undermine the
security of Personal Data or threaten the other Joint Controller with civil,
administrative or criminal liability.

. Categories of data subjects and personal data, the purposes and means of processing,

including the participation of Joint Controllers in those processes, as well as the
categories of recipients of the Personal Data shall be defined in Annex Il to the
Agreement.

Clause 3. Controllers’ rights and obligations

1. The Joint Controllers declare that they have the means enabling them to process and

protect Personal Data they are processing, including information systems meeting
the requirements of the appropriate level of security, as stipulated in the GDPR. They
will each fully adhere to the applicable Data Protection Law(s) with respect to
obligations and responsibilities of controllers.
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2. In particular, the Joint Controllers shall:

1)

2)

3)

exercise due diligence in processing Personal Data and process Personal Data
pursuant to the Agreement, the GDPR and other provisions of Data Protection
Law(s), including the appropriate provisions of each Controller’s national law;

restrict access to Personal Dataonly to persons who need the access to Personal
Data for the purposes of the Agreement and Cooperation, provide those persons
with relevant authorisations, offer relevant training on personal data protection
and ensure confidentiality of Personal Data processed thereby, both during and
after their employment or other cooperation with a Joint Controller;

assist the other Joint Controller, where possible, in meeting its (i) obligations to
respond to requests from data subjects and (ii) obligations laid down in Articles
32 to 36 of the GDPR,;

3. The Joint Controllers shall provide each other with the necessary assistance in
carrying out the obligations referred to in section 2 point 3) above, in particular in
the notification of a personal data breach, by:

1)

2)

3)

4)

providing, at the request of a Controller, information concerning the processing
of personal data immediately upon receipt of such request as soon as possible;

notifying the other Joint Controllers of any breach as soon as possible but not later
than 48 hours of its discovery. The notification should include all the information
referred to in Article 33 (3) of the GDPR. If - and to the extent that - the
information cannot be provided at the same time, they can be given successively
without undue delay;

providing to the other Joint Controllers all information necessary for the
communication of a personal data breach to the data subject;

informing the other Joint Controllers of inquiries, requests or demands from data
subjects and other individuals, national or European Union public administrations,
including relevant supervisory authorities and courts, as well as any controls or
inspections by such authorities in connection with the joint controllership of
Personal Data; information shall be provided promptly and in such a way as to
enable the other Joint Controllers to comply withthe obligations set out in sections
2 and 3, without undue delay but not later than 3 calendar days after receipt of an
inquiry, request or demand or after the start of a control or inspection.

Clause 4. Data subjects’ rights

1. The Joint Controllers shall inform, in any way they deem appropriate, the data
subjects of the essence of this Agreement and shall provide them the information
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referred to in Annex | in accordance with Article 26 and Articles 12, 13 and 14 of
the GDPR. Annex | contains an overview and access to the record of data processing
activities. The Joint Controllers will keep an updated record of data processing
activities, especially to comply with their information and transparency obligations
towards data subjects and identify the responsible(s) controller(s) per operation.
Access to this record is included as part of Annex | in accordance with Article 30 of
the GDPR.

2. The information referred to in section 1 shall be primarily provided to data subjects
by EUROCITIES ASBL.

3. Datasubjects main contact point will be EUROCITIES ASBL and will be provided
with the following contact email address: privacy@eurocities.eu. However, data
subjects may contact any of the Joint Controllers about the rights granted to them by
Articles 15 - 22 of the GDPR. In such case, the contacted Controller shall identify
the responsible Controller and forward the request internally to this Controller. The
originally contacted Controller shall carry out all necessary communication with the
data subject. (See Annex Il for the overview of responsibilities of each controller).

4. The responsible Controller shall be determined as follows: If the data of the data
subject is part of a set of data which can be attributed to a Controller, this Controller
shall be responsible. In all other cases the Controller contacted by the data subject
shall be the responsible Controller.

5. The Joint Controllers undertake to comply with the data subjects' rights and shall
assist one another with the execution of data subjects’ requests.

Clause 5. Transfers of Personal Data to third countries

The Joint Controllers agree that any transfer of personal data to a third country or to an
international organisation shall take place only if the conditions laid down in Chapter V
of the GDPR are complied with by the controllers and underlying processors.

In this regard, controller and/or its processor(s) that transfer(s) personal data in the scope
of the execution of the Agreement to a Controller and/or Processor and/or other entity
situated in a third country that does not present adequate safeguardsunder the GDPR shall
ensure that such transfer is possible and that it complies with the GDPR (pursuant to
Acrticle 45 of the GDPR - on the basis of an adequacy decision). In the absence of such
adequacy decision, controllers and/or its processor(s) may transfer personal data to third
countries or to an international organisation only if the controllers(s) and/or processor(s)
have provided appropriate safeguards, and on condition that enforceable data subject
rights and effective legal remedies for data subjects are available pursuant Article 46—49
of the GDPR.

If the transfer is based on Article 46(2)(c) of the GDPR (standard dataprotection clauses),
a copy of standard data protection clauses shall be provided when so requested by a data
subject.
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Clause 6. Entrusting Processors with processing of Personal Data

1.

The Controllers jointly consent to each of them entrusting Processors with processing
of Personal Data subject to this Agreement on terms and to the degree defined by this
Agreement and Article 28 of the GDPR.

Each Controller may entrust Processors with processing of Personal Data under this
Agreement only for the purposes of this Agreement, Consortium Agreement and the
Cooperation.

Processors can only carry out specific Personal Data processing activities on behalf
of a Controller once the Controller has entered into a contract or other legal binding
instrument with the Processor laying down its obligations as referred in Article 28(3)
of the GDPR.

This Clause shall apply in the case of any intended modifications regarding adding
processors or replacing processors with other processors. Annex |11 contains the list
and contact details of the concrete entrusted processors for information purposes
among the Joint Controllers. This list will be updated accordingly whenever a new
data processing agreement is concluded as well as through the Joint Controllers’
record of data processing activities referenced in Annex I, after electronic
communication to the Joint Controllers.

Categories of processors are listed in Annex I11. This list will be updated accordingly
overtime. The Joint Controller shall provide detailed information on its Processors
on request to the data subject.

Clause 7. Controllers’ liability

The liability of the parties is governed by law, in particular Article 82 of the GDPR with
regard to the processing activities that they are in charge of as defined regarding the
Controller’s role in the Collaboration and as stated in Annex 1.

Clause 8. Collaboration of the Parties

1.
2.

The Parties shall cooperate in supervising the implementation of this Agreement.

The Parties agree that at the time of the implementation of the Agreement they shall
cooperate closely, informing one another of any circumstances that have or may have
an effect on the processing of Personal Data.

Each Party designates a contact point to coordinate the collaboration of the Parties in
connection with the implementation of the Agreement: The contact point for each
partner is listed in Annex I. Amendments to Annex | or Il shall not require an
amendment of the Agreement, however all Parties shall have to be notified thereof
either in writing or electronically by the Coordinator.
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Clause 9. Term and termination of the Agreement

The Agreement will take effect as of the Effective Date.

The Agreement shall be concluded for the period of implementation of the Cooperation
and as long as and until, after the termination of the Cooperation, obligations still have to
be fulfilled.

Clause 10. Final provisions

1. The Parties hereby agree that the Controllers shall process Personal Data pursuant to
this Agreement free of charge, and neither the conclusion of this Agreement nor the
processing of data pursuant thereto shall entitle any Controller to seek, on whatever
legal basis,

a) remuneration,

b) reimbursement of any costs or expenses incurred for the purpose of due
performance of the Agreement,

c) exemption from any obligations contracted to that end or advances on such costs
or expenses, even if at the time of entering into Cooperation or concluding this
Agreement, despite exercising due care, the Controller was unable to foresee the
circumstances justifying such rises, costs, expenses or obligations.

2. Should any provision hereof become invalid or ineffective, the Parties shall adopt all
measures possible toreplace it with a valid and effective provision reflecting the goal
and meaning of the invalid or ineffective provision to the extent of applicable
legislation. Should any provision hereof be or become invalid or ineffective at any
time, it shall not restrict the validity or effectiveness of the remaining provisions of
the Agreement.

3. Inthe event of any discrepancies between the provisions of the Agreement and the
terms of Cooperation agreed by the Parties, the provisions of this Agreement shall
prevail.

4. Any disputes arising under the Agreement shall be resolved amicably or by a
common court with jurisdiction over the registered office of the Controller sued and
pursuant to the laws applicable in its country.

SIGNATURES

The Parties have caused this Joint Controllership Agreement to be duly signed by the
undersigned authorised representatives in separate signature pages the day and year first
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above written. The signature of a Party via a scanned or digitized image of a handwritten
signature (e.g. scan in PDF format) or an electronic signature (e.g. via AdobeSign), shall
have the same force and effect as an original handwritten signature for the purposes of
validity, enforceability and admissibility. Each Party receives a fully signed copy of this
JCA. Delivery of the fully signed copy via e-mail or via an electronic signature system
shall have the same force and legal effect as delivery of an original hard copy of the Joint
Controllership Agreement.

By signing this document the join controllers adhere to this agreement and its
Annexes, and the compliance with the clauses herein.

N.B. The signatures are provided in aseparate document. This is a copy of the JCA
attached to the Management Handbook for easier reference.
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Annex |: Record of data processing activities

The Record of Data Processing Activities is available here to allow the collaboration of the Parties to this agreement. This document will allow
the Joint Controllers to record and document all data processing activities carried out throughout their cooperation. This Annex contains the list
of current data processing activities, which will be updated overtime.

Processing details

Name of the
processing
operation

Governance of

Special
categories
of personal

data?

Purpose(s) of the data processing

Responsible
controller(s
) for data
processing

Purpose(s) of the data processing

This processing involves the necessary activities carried out as part of the management
of Go Li.EU project. This includes giving consortium partners’ personnel access rights

L'VF',?%'.g::'tEU 1 Eurocities to the necessary working tools, transferring consortium employee's personal data to No
M ) the granting authority, sending communication emails, sending invites to consortium
anagement . . .
meetings, selection of Steering Board members.
. . Processing of website users' personal data (traffic data) to provide them with access to
Navigating Eurocities, S . L .
L Living-in.EU website (www.living-in.eu) and to make sure it stays secure. Moreover,
through Living- | 2 ENoLL, his includes th - 1 q 4 hic location for G No
in.EU website ERRIN this inclu es_t e processing of logs, events atg, and geographic location for Go
Li.EU's website analytics and reporting purposes to the EC
Eurocities, | Processing of stakeholders' (e.g., political representatives, citizens, technical experts)
Registration in ENoLL, personal data to become members of Living-in.EU community as signatories,
Living-in.EU 3 ERRIN, | supporters, or members. This includes the activities part of the registration through the No
platform OASC, online form available on the platform, the first welcoming email sent to new members
CEMR of the community.
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Processing of personal data to give members of the community access to the closed

Membership to Eurocities, collaboration space for the specific working groups that they request to join, include
S ENoLL, : S . S .
Living-in.EU them in the mailing list of the working group to receive information and updates about
. ERRIN, o : . No
Working OASC the work plan, events, and activities of the working group. Make their personal data
Groups ’ visible to other members of that working group and give them access the forum. Invite
CEMR . . . .
them to submit their interest to chair the working group.
This record covers the processing of personal data to organise meetings as part of Go
Li.EU activities. Meetings and events might be different in terms of participants,
venue or location, and purposes of processing. Therefore, the concrete characteristics *
. . en . Yes* if
Organisation of > of each event or mt_eetlng will be covered t_)y the spe_cmc privacy statemer_lt creat_e(_j _for dietary
Eurocities, | each relevant meeting or event. Hence, this processing covers the following activities: .
events & . - . : requiremen
: ENoLL, 1. Coordination, organisation and management of meetings, workshops, webinars, and
meetings by the h LiE | % . keholders' . ts are
Governance of ERRIN, other Go L.i. U_events (namely, working groups meetings, stakeholders' meetings, Eeneidered
L OASC, supporters' meetings). 2. Communication activities linked to the organisation of the .
Living-in.EU . i . . ... . : . for in-
CEMR meeting, such as: sending e-mails and invitations, and collecting contact information
movement . . . — . i . person
of participants. 3.Taking pictures, filming, or streaming participants and organisers, events
which might be published on YouTube, social media, or Living-in.EU website under
an appropriate legal basis. 4. Publication of the agenda, including speakers,
moderators and (co)chairs names. 5. Sending follow-up information after the event.
Living-in.EU movement offers a subscription service to the "Living-in.EU newsletter"
Newsletter Eurocities, provided by Brevo and sent to subscribers on a bi-monthly basis via e-mail. The No
ENoLL purpose of processing is to keep subscribers to the newsletter updated and informed

about upcoming events, new developments, and publications of Go Li.EU project.
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The purpose of processing is to collect digital solutions from signatories of the Living-
in.EU declaration to include them in the Living-in.EU portfolio and enable the

Collection of
cities and governance of the movement to put the respondent in contact with other parties which
communities’ Eurocities might be interested in using that solution and/or collaborating with the participant. The
digital stories or ENOLL. " | digital solutions will be made available on Living-in.EU website, and participants are No
solutions to fulfil free to choose how they want the connection to be established: 1. making their
Living-in.EU personal contact details available on the website, 2. making available only their
portfolio institutional email address, or 3. keeping it anonymous and being connected through
the Governance of Living-in.EU movement.
The purpose is to obtain the views of the respondents on a specific Living-in.EU
related activity (e.g., event, new asset, digital solution, priorities of the movement,
usability of the online platform, etc.). In view of the objectives of the movement, it is
important for the governance of the movement to receive input and views from the
Surveys and Eurocities, corr_1rr_1unity or part of the_ community intere_st_ed or concerned. A targeted consu_ltat_ion
ENoLL, activity addresses specific, well-defined Living-in.EU stakeholder groups and invites
other targeted . . 2o . . .
. ERRIN, them to participate. It can be online through Living-in.EU platform, via e-mail and in No
consultation - . - . . .
activities OASC, writing but also oral thro_ugh_ interviews and meetings. Most of these consult_atlons will
CEMR be anonymous, and it will be the responsibility of the respondent to avoid any

reference in the submissions that would reveal their identity, but some others will
require identification to contact the respondent for further clarification of their views
and hence correctly reflecting their views for the implementation of the results of the
survey.

In accordance with Clause 8 of this Agreement, hereby each Party designates a contact point to allow collaboration of the Parties in the

implementation of the present Agreement:

e FEurocities

- Name of the responsible person: Gabriela Ruseva

Email address: gabriela.ruseva@eurocities.eu
- Name of the contact person: Gabriela Ruseva
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Email address: gabriela.ruseva@eurocities.eu
- Contact to DPO of the organisation (if applicable): privacy@eurocities.eu (monitored by Maurice Bock, Eurocities Data Officer)

e ENoLL

- Name of the responsible person: Giulia Campodonico

Email address: giulia.campodonico@enoll.org
- Name of the contact person: Danae Pantelide

Email address: danae.pantelide@enoll.org
- Contact to DPO of the organisation (if applicable): —

e ERRIN

- Name of the responsible person: Rodolphe Doité

Email address: rodolphe.doite@errin.eu
- Name of the contact person: Rodolphe Doité

Email address: rodolphe.doite@errin.eu
- Contact to DPO of the organisation (if applicable): —

e OASC
- Name of the responsible person: Karl-Filip Coenegrachts

Email address: karl-filip@oascities.org

- Name of the contact person: Sophie Meszaros
Email address: sophie@oascities.org

- Contact to DPO of the organisation (if applicable):
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e CEMR
- Name of the responsible person: Durmish Guri

Email address: durmish.guri@ccre-cemr.org
- Name of the contact person: Hamza Bennis

Email address: hamza.bennis@ccre-cemr.org
- Contact to DPO of the organisation (if applicable): Daniela Godinho Lourenco

14.1 Annex Il: Essential elements of the processing operations

Categories of
processors

Means
processing

of Who is | Recipients/Categories
responsible  for | of recipients
data  collection

Categories of
data subjects

Categories  of
personal data

Purpose of
processing

and processing?

Members of the | Name, surname, | Invite them for| Mail, Manual | Eurocities Microsoft Share Point | Cloud service
Steering Board | title, steering  board | Processing (Excel provider
organization, meetings Sheet)

role, email ]

address, Invite them to

personal footage bgcgme_ a
Living-in.EU
ambassador

Invite them for
communication
purposes (create
interviews,
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articles, video

recording)

Invite them to
join and/or speak
on a Living-
in.EU
(side)event

Employees of the
consortium
agreement
partners

Name, surname,
title,
organization,
role, email
address,
personal footage

To fullfill the
tasks as they are
described in the
grant agreement
for
communication
and
dissemination,
community
management and
capacity building
activities.

Providing them
with access right
to the necessary
tools used
throughout the
project

Manual Processing
(Excel Sheet)

Computer/machine:
email

Eurocities
ENoLL
ERRIN
CEMR
OASC

Microsoft Share Point
Hostinger

Matomo Analytics

Cloud
provider

service

Platform
Hosting
provider
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Guests/speakers | Name, surname, | Invite them for| Manual Processing | Eurocities Microsoft Teams Event
at events title, o communication | (Excel Sheet) ENoLL Z00m strea_mlng
organisation, purposes (create . provider
. . Computer/machine:
role, email | interviews, mail ERRIN Idloom Event softwar
address, articles,  video emal CEMR e bri vent S0 vtvae
personal footage | recording) ventorite ;gzr;agemen
Invite them to OASC
join and/or speak
on an Living-
in.EU
(side)event
Taking pictures
or streaming of
speakers
Event Name, surname, | Invite them to| Manual Processing | Eurocities Microsoft Teams Event
articipants title, join and/or speak | (Excel Sheet . streamin
P P N J p ( ) ENoLL Microsoft Forms . g
organization, on a Living- C ter/machine: provider
role, email | in.EU r(r)]mlpu er/machine- ERRIN Zoom Event softwar
address, (side)event emal CEMR 1l m\;?]a e?gern/ae
personal footage . . oom g
Managing their ) tool
OASC Eventbrite

registration and
attendance to the
event
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Taking pictures
or streaming of

participants
Signatories Title, name, | Becoming a | Registration Eurocities Microsoft Share Point | Cloud service
(Mayors or | surname, email, | formal member | process on the . provider
. . Hostinger
deputy mayors, | position, of the Living- | platform Hosti
political organisation, in.EU Mail Matomo Analytics ros _lggr
representatives) | public community al provide
administration Website
level, country, analytics
profile picture,
signature
Signatories' Name, surname, | Becoming a| Registration Eurocities Microsoft Share Point | Cloud service
representatives | title, member of the| process on the . provider
.. A Hostinger
organisation, Living-in.EU platform Hostin
role, email | community and . Matomo Analytics osung
.. | Email provider
address get access to its
platform and | Manual Processing Website
Working Groups | (Excel Sheet) analytics
Welcoming new
signatories
Supporters’ Name, surname, | Becoming a| Registration OASC Microsoft Share Point | Cloud service
representatives | title, supporter of the| process on the . rovider
P . PpOTt P Google Drive P
organization, Living-in.EU platform Hostin
role, email | community and : Hostinger OstIng
.| Email provider
address, get access to its
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representing platform and | Manual Processing Matomo Analytics Website
sector Working Groups | (Excel Sheet) analytics
Welcoming new
supporters
(Other) Name, surname, | Becoming a | Registration Eurocities Hostinger Platform
Members of the | title, member of the| process on the . hosting
Living-in.EU organization, Living-in.EU platform Matomo Analytics provider
community role, email | community and . Website
.| Email .
address, get access to its analytics
representing Working Groups | Manual Processing
sector (Excel Sheet)
Working Group | Name, surname, | Give  members | Registration Eurocities (Legal | Microsoft Share Point | Cloud service
Members title, access to each | process in  the | and Financial) . provider
. . Google Drive
organisation, closed platform ENoLL (Education Hostin
email address, | collaboration . & Capacity | Hostinger 1ng
i Email _— provider
representing space for Legal, Building) .
sector Finacial, Manual Processing | ERRIN Matomo Analytics Website
Technical, (Excel Sheet) (Monitoring & analytics
Education & Measuring)
Capacity OASC (Technical)
Building, and
Monitoring &
Measuring

Include them in
the mailing list to
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stay up to date
and participate in
the activities

Newsletter
subscribers

Name, surname,
title,
organization,
role, email
address

Subscribe to
news
notifications of
Living-in.EU

Registration
process on the
platform

Computer/machine:
Email, Brevo
processing

ENoLL

Eurocities

Sendinblue
(Brevo)

Hostinger

Inc.,

Email
marketing
provider

Platform
hosting
provider
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Annex I11: List of entrusted (sub)processors and responsible controller(s)

Processor 1

¢ Name: Microsoft Ireland Operations, Ltd (Microsoft Share Point, Microsoft Forms, Microsoft Teams)
e Address and contact details: South County Business Park, Leopardstown, Dublin 18, D18 P521, Ireland

e Data processing agreement signed with Eurocities ASBL, ENoLL and ERRIN. Each controller has signed a separate agreement (available
here in relation to the “Product Terms”).

Processor 2

e Name: Google Ireland Limited (Google Drive)
e Address and contact details: Gordon House, Barrow Street. Dublin 4, Ireland
e Data processing agreement signed with OASC (available here)

Processor 3

e Name: Zoom Video Communications, Inc.

e Address and contact details (EU representative): 2 Pembroke House. Upper Pembroke Street 28-32. Dublin. DO2 EK84. Republic of
Ireland

e Data processing agreement signed with OASC and ENoLL. Each controller has signed a separate agreement (available here).

Processor 4
e Name: Hostinger International Ltd
e Address and contact details: 61 Lordou Vironos str., 6023 Larnaca, Cyprus
e Data processing agreement signed with Eurocities ASBL (available here)
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. Subprocessors:  Amazon.com,
Inc., Baltnetos komunikacijos, UAB, Cogent Communications, Inc., Google Ireland Limited, MailChannels Corporation, OVH Groupe
SAS, Donuts Inc, Slack Technologies LTD

Processor 5
e Name: Drupal Association
e Address and contact details: 3439 NE Sandy Blvd 269, Portland, OR 97232, United States of America
e Data processing agreement signed with Eurocities ASBL

Processor 6

e Name: Sendinblue Inc., (Brevo)
e Address and contact details: 106 boulevard Haussmann, 75008 Paris, France

e Data processing agreement signed with Eurocities ASBL (available here)

e Subprocessors: Google Cloud Platform, Scaleway/lliad, OVH, Cloudflare, Dynatrace, Vonage, Zendesk, Sendinblue Gmbh, Silver Line,
Sendinblue Inc. Sendinblue Canada Inc.

Processor 7

e Name: Matomo Analytics
e Address and contact details: InnoCraft Limited, 7 Waterloo Quay, PO625, 6140 Wellington, New Zealand.
e Data processing agreement signed with Eurocities ASBL

Processor 8
e Name: Eventbrite Operations (IE) Ltd
e Address and contact details: Unit 3100, Citywest Business Campus Dublin 24, Citywest, Dublin, D24AK82, Ireland.
o Data processing agreement signed with ENoLL (available here)
e Subprocessors: list available here
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Processor 9

e Name: Idloom SA
e Address and contact details: Dreve Richelle 161L/76, 1410 Waterloo, Belgium
e Data processing agreement signed with Eurocities (available here)

Third party tools used by the joint controllers
e Miro, for collaborative work during Working Group meetings or online sessions (anonymously) — ERRIN, ENoLL, Eurocities
¢ Slido, for polls during Working Group sessions or other online events — Eurocities

Mentimeter, for engagement with the audience during online sessions — ERRIN

YouTube, for the publication of recordings of Living-in.EU events. — Eurocities, ENoLL.

LinkedIn, and Twitter for social media engagement. Twitter is currently not being used. — Eurocities, ENoLL.

EU Survey, for the launch of concrete institutional surveys — Eurocities
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